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SYSTEM FOR COMMUNICATION OF
HEALTH CARE DATA

RELATED APPLICATIONS

The present application is a divisional application of Ser.
No. 13/161,797 entitled “System for Communication of
Health Care Data,” filed Jun. 16, 2011, now U.S. Pat. No.
8,265,954 which is a continuation application of, and claims
priority to, U.S. patent application Ser. No. 12/694,041, filed
on Jan. 26, 2010, now U.S. Pat. No. 8,260,635 entitled “Sys-
tem for Communication of Health Care Data” which is con-
tinuation-in-part application of and claims priority to U.S.
patent application Ser. No. 11/925,072, filed Oct. 26, 2007,
now U.S. Pat. No. 7,664,660 entitled “System for Communi-
cation of Health Care Data” which claims priority to U.S.
patent application Ser. No. 10/381,158, filed Oct. 6, 2003,
now U.S. Pat. No. 7,720,691 entitled “System for Communi-
cation of Health Care Data” which is a 371 of PCT/US01/
42618, filed Oct. 11, 2001, entitled “System for Communi-
cation of Health Care Data” which claims benefit of 60/239,
860, filed Oct. 11, 2000, entitled “Apparatus and Method for
Establishing Connectivity.” This application is also a continu-
ation-in-part application to U.S. patent application Ser. No.
11/928,305, filed Oct. 30, 2007, now U.S. Pat. No. 7,707,047
entitled “Method and System for Generating Personal/Indi-
vidual Health Records” which claims priority to U.S. Con-
tinuation patent application Ser. No. 11/495,093, filed Jul. 28,
2006 (U.S. Pat. No. 7,440,904), entitled “Method and System
for Generating Personal/Individual Health Records™ which
claims benefit of U.S. Provisional Patent Application No.
60/704,309, filed Aug. 1, 2005, entitled “Method and System
for Generating Individual Electronic Medical Record” and is
a CIP of U.S. patent application Ser. No. 10/381,158, filed
Oct. 6, 2003, now U.S. Pat. No. 7,720,691 entitled “System
for Communication of Health Care Data” which is a 371 of
PCT/US01/42618 filed Oct. 11, 2001, entitled “System for
Communication of Health Care Data” which claims benefit of
U.S. Provisional Application Ser. No. 60/239,860, filed Oct.
11, 2000, entitled “Apparatus and Method for Establishing
Connectivity.” application Ser. No. 11/928,305 is a CIP of
U.S. patent application Ser. No. 11/495,092, filed Jul. 28,
2006, now U.S. Pat. No. 7,533,030 entitled “Method and
System for Generating Personal/Individual Health Records™
which claims benefit of U.S. Provisional Application Ser. No.
60/704,309, filed Aug. 1, 2005, entitled “Method and System
for Generating Individual Electronic Medical Record” and is
a CIP of U.S. patent application Ser. No. 10/381,158, filed
Oct. 6, 2003, now U.S. Pat. No. 7,720,691 entitled “System
for Communication of Health Care Data” which is a 371 of
PCT/US01/42618, filed Oct. 11, 2001, entitled “System for
Communication of Health Care Data” which claims benefit of
U.S. Provisional Patent Application 60/239,860, filed Oct.
11, 2000, entitled “Apparatus and Method for Establishing
Connectivity.” application Ser. No. 11/928,305 is also a CIP
of U.S. patent application Ser. No. 11/495,135, filed Jul. 28,
2006, now U.S. Pat. No. 7,509,264 entitled “Method and
System for Generating Personal/Individual Health Records”
which claims benefit of U.S. Provisional Patent Application
Ser. No. 60/704,309, filed Aug. 1, 2005, entitled “Method and
System for Generating Individual Electronic Medical
Record” and is a CIP of U.S. patent application Ser. No.
10/381,158, filed Oct. 6, 2003, now U.S. Pat. No. 7,720,691
entitled “System for Communication of Health Care Data”
which is a 371 of PCT/US01/42618, filed Oct. 11, 2001,
entitled “System for Communication of Health Care Data”
which claims benefit of U.S. Provisional Patent Application
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Ser. No. 60/239,860, filed Oct. 11, 2000, entitled “Apparatus
and Method for Establishing Connectivity.” application Ser.
No. 11/928,305 is also a CIP of Ser. No. 11/494,940, filed Jul.
28, 2006, (U.S. Pat. No. 7,428,494) entitled “Method and
System for Generating Personal/Individual Health Records”
which claims benefit of 60/704,309, filed Aug. 1, 2005,
entitled “Method and System for Generating Individual Elec-
tronic Medical Record” and is a CIP of U.S. patent applica-
tion Ser. No. 10/381,158, filed Oct. 6, 2003, now U.S. Pat. No.
7,720,691 entitled “System for Communication of Health
Care Data” whichis a371 of PCT/US01/42618, filed Oct. 11,
2001, entitled “System for Communication of Health Care
Data” which claims benefit of U.S. Provisional Patent Appli-
cation Ser. No. 60/239,860, filed Oct. 11, 2000, entitled
“Apparatus and Method for Establishing Connectivity.”
application Ser. No. 11/928,305 is also a CIP of Ser. No.
11/494,933, filed Jul. 28, 2006, (U.S. Pat. No. 7,475,020)
entitled “Method and System for Generating Personal/Indi-
vidual Health Records” which claims benefit of U.S. Provi-
sional Patent Application No. 60/704,309, filed Aug. 1, 2005,
entitled “Method and System for Generating Individual Elec-
tronic Medical Record” and is a CIP of U.S. patent applica-
tion Ser. No. 10/381,158, filed Oct. 6, 2003, now U.S. Pat. No.
7,720,691 entitled “System for Communication of Health
Care Data” which is a371 of PCT/US01/42618, filed Oct. 11,
2001, entitled “System for Communication of Health Care
Data” which claims benefit of U.S. Provisional Patent Appli-
cation No. 60/239,860, filed Oct. 11, 2000, entitled “Appara-
tus and Method for Establishing Connectivity.” To the extent
not included below, the subject matter disclosed in these
applications is hereby expressly incorporated into the present
application.

FIELD OF THE INVENTION

The present invention relates generally to a computerized
system that establishes connectivity between interested par-
ties in the health care industry for the administration of health
care services. More particularly, the present invention relates
to asystem for the normalization of health care data of various
formats and exchanging the data in normalized form between
insurers and participants, such as providers, patients, and
employers.

BACKGROUND AND SUMMARY

Health care can be defined as an information industry; most
of the time and money spent in procuring and delivering
health care is spent creating, retrieving, or using information.
Expenditures on health care information technology support,
for example, have increased from about one billion dollars in
1990 to a projected $20 billion in 2000. Yet, even with these
investments, it is believed that almost half of all current health
care expenditures continue to be for non-patient care activi-
ties; a major share of which is for non-automated information
support.

Resources having to be directed to non-patient care activi-
ties have been endemic in the health care industry since the
1960’s. During the 1990’s, however, with the demise of
Medicare Cost Reimbursement and the rise of managed care,
there has been a major shift in attitude and focus among both
physicians and patients. New rules now govern the delivery of
medical care and the payment for such care. Whether via
preferred provider arrangements, capitation arrangements of
endless variety, case management, or “best practice” enforce-
ment, determining what care is allowed, what will be paid by
whom, and making sure that the appropriate information is
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submitted to ensure that the process works are now consum-
ing a major share of both time and financial resources of
insurers, providers, and patients.

Health care participants, like providers and employers,
regularly deal with a number of health care plans from various
health insurers. These participants, however, can only obtain
information from the insurance companies in limited ways,
often making the acquisition of such information quite bur-
densome. Participants usually only have the telephone, fax, or
letter available as a means of communication with the insur-
ers.

Particularly vexing is the timely availability of information
from insurers regarding financial transactions, such as eligi-
bility, claims, and benefits, and basic patient-related informa-
tion, such as medical tests and prescriptions. For example, a
provider may seek information from an insurer via a submis-
sion form or telephone call to that insurer. In many cases,
however, such information is sought or received after the care
has been delivered and the patient has left the provider’s
office. This may result in the delivery of services that are not
authorized or covered by the patient’s insurer, or may resultin
other consequences that might impact the type or cost of the
services provided.

Another reason for these difficulties is the recent expansion
of the “payor” community. At one time, payors consisted of
the government (both federal and state) and large insurance
companies. Now, a complex array of self-insured plans,
IDN’s, IPA’s, and PPO’s, undertaking full or partial capita-
tion, insurance carve-outs, and the like have radically
increased the number of users of, and the need for, current
information regarding insureds. Most of these entities, both
small and large, do spend considerable sums on information
systems. Yet, because of the extent of manual processing that
exists despite these systems, costs per claim remain substan-
tial.

In addition, payors incur the wrath of their providers and
patients by designing complex rules that are difficult or per-
ceived as impossible to administer or follow. Though contrary
to this perception, payors do have an interest in providing
timely information to providers, patients, employers, and
other participants. Still, a significant percentage of a provid-
er’s claims are rejected often because they do not comply with
all of the rules. These claims require resubmission, telephone
calls, and other expensive manual interventions. The dollar
costs for this current processing scheme are high. In fact, an
entire clearinghouse industry has been developed to provide
eligibility (but not benefits) verification services to providers
for a fee. Many of the requested verifications, however, can-
not be performed at all by such clearinghouses, and those that
are performed are often unacceptably cumbersome and, thus,
t00 expensive.

Referral authorizations are often even more complex than
claims and such authorization services are generally not
available via traditional clearinghouses. Each time a provider
writes a prescription, for example, it is written against a
formulary specific to that patient’s health care plan estab-
lished by their insurer. Because there are so many formular-
ies, drug prescriptions, too, are often rejected for payment,
causing additional work for both the provider and the patient.
Similarly, medical tests must be sent to laboratories con-
tracted to support a particular plan, and are reimbursed only
when matching complex medical necessity rules.

Many providers do have practice management systems that
track encounters and manages billing. None of these systems,
however, have the sophistication to accomplish the task of
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providing all of the information from all the various health
insurers in such a cogent form that can be useful to the
provider.

Not only providers, but patients, too, spend a majority of
their time interacting with the health care system engaged in
non-health care activities. This “wasted” time is virtually all
related to scheduling appropriate interventions, to waiting for
information or services, or to obtaining authorization, reim-
bursement, or other information for desired or required health
care.

The internet has emerged as a major source of health care
information for the public. A substantial portion of internet
users use it for health care information or management. Spe-
cifically, patients search the internet for medical information
and answers related to their area of concern. In fact, it is
becoming common for a patient to enter a physician’s office
aimed with printouts and long lists of questions and recom-
mendations from web pages on the internet.

Unfortunately, even with the connectivity the internet pro-
vides, information exchange between insurers and patients is
lacking. Most of the information available to patients from
their insurer is on an automated basis from databases related
to either general health care literature or to specific normality
support groups. A critical aspect of the patient’s health care
program, however, is not only knowledge of the normality or
support groups, but also what their insurer’s health care plan
provides as treatment options for that normality, eligibility
information, referral authorization, claim submission and
payment, testing, and medications. As discussed, these func-
tionalities are too complicated for the current system to
handle in an automated environment. Personally-referenced
information linked to an individual patient’s provider and
health care plan is generally unavailable, because that data
exists in several databases often each in a different, incom-
patible format, requiring human intervention to extract and
process the data. The patient’s current solution is, thus, an
endless number of telephone calls at a high cost in dollars,
time, and frustration.

A reason for such incompatibility is that each database
served the individual needs of those using the data before
such a time when connectivity between databases was a con-
sideration. The consequence of having different databases of
different formats is that it is not possible to provide a central
repository of homogenized data readable by any variety of
computers. It is this incompatibility that prevents wide spread
connectivity between insurers and participants.

Transliterating and interfacing programs are known in the
art. Programs that take data in one format can be translated
and read by a computer of a different format. Such transliter-
ating, however, only shifts data from a field of an incompat-
ible format to a target field of a new format. It cannot deter-
mine whether the data of the incompatible format is being
transferred to the correct target field. Normalization or
remodeling of the data not only transfers the data, but also
determines the meaning of the data and puts that data in the
correct field.

It would, therefore, be beneficial to provide a system with
which insurers may communicate with providers, patients,
etc., to provide information about a particular health care plan
either before, or contemporaneously with, the patient’s visit
to the provider, regardless the lack of compatibility of the
databases. It would be further beneficial if this system of
communication spanned a variety of insurers so the provider,
for example, may communicate with any plan in which the
patient participates. It would also be beneficial for providers
to have an automated system of determining eligibility and
benefits, receiving authorizations and pre-certifications, sub-
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mitting claims, obtaining reimbursements, and adjudicating
claim problems through the normalization of data of the
incompatible databases.

In addition, there is a substantial distinction between an
electronic medical record (“EMR”) and a personal health
record (“PHR”), which is also commonly called an individual
health record (“IHR”). The terms “PHR” and “IHR” are inter-
changeably used herein.

AnEMR is provider-centric while a PHR is patient-centric.
An EMR is not a complete health record of a patient, but is
limited in scope to a specific health care provider. Notably, the
electronic medical record does not contain any information
from any other health care provider who does not have access
or share the same specific EMR.

Electronic medical records are known. Typically, the EMR
is established by hospitals or a group of physicians or less
commonly by a physician. The EMR details each encounter
between the patient and the provider for each episode of
illness treated by the specific provider (hospital, physicians,
or other care givers). Although the EMR is the commonly
looked to as the medico legal record of that particular episode
of illness and its management, it does not contain any infor-
mation from any other provider who does not have access or
share the same specific EMR.

A patient has no control over his/her EMR. For example,
patients have no direct online access to their EMR and cannot
make any entries in the record. Patients have no control over
the access to their EMR and anyone who has access to the
EMR of the specific hospital or physician group could access
their health records. There is no complete global unified
record of a patient in an EMR unless and until the entire
healthcare is being delivered by the one provider group who
is using the specific EMR for all patient encounters. The EMR
system usually is used by a limited number of users (provid-
ers).

Accordingly, an illustrative embodiment of the present
disclosure provides an apparatus for communicating health
care data from a sender to a receiver. The apparatus comprises
a first computer system, a second computer system, and a
rules engine. The first computer system having health care
data stored therein. The second computer system is in oper-
able communication with, and is configured to extract the
health care data from the first computer system. The rules
engine normalizes the extracted health care data to a pre-
defined format. The rules engine defines a plurality of health
care data fields in the predefined format, as well as a plurality
of relationships between fields of normalized data.

Further embodiments may include the first computer being
a plurality of computers each having portions of the health
care data stored thereon. The apparatus may also comprise a
third computer system, in operable communication with, and
configured to receive the normalized data from, the second
computer system. The rules engine may determine whether
the third computer is authorized to receive the health care
data.

Another illustrative embodiment provides a method for
communicating health care data from one computer system to
another. The method comprises the steps of storing health
care data in a first computer system; extracting health care
data from the first computer system and communicating the
extracted data to a second computer system; normalizing the
extracted data to a predefined format in accordance with a
rules engine that defines a plurality of health care data fields
in the predefined format and a plurality of relationships
between fields of normalized data; and communicating the
normalized data to a third computer system.
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Further embodiments of the illustrative method may
include the first computer system comprising a plurality of
computers, wherein the storing step includes storing health
care data in more than one of said computers. Also, the third
computer system comprises a plurality of computers. The
health care data exists across a plurality of databases such that
each of the plurality of databases are in operable communi-
cation with the second computer system.

Another illustrative embodiment provides a system of
exchanging health care data between a sender and a receiver.
The system comprises a sender computer, an intermediary
computer, a rules engine and a receiver computer. The sender
computer stores the health care data. The intermediary com-
puter is in operable communication with the sender computer
and is configured to extract the health care data. The extracted
data is normalized to a predefined format, creating normal-
ized data pursuant to a rules engine. The rules engine defines
each field of the health care data and converts each field to a
corresponding field in the predefined format. The rules engine
also defines how the normalized data should relate to each
other pursuant to predetermined instructions. The receiver
computer is in operable communication with the intermedi-
ary computer. The receiver computer receives the normalized
data subjected to the second rules engine.

Further embodiments may include the sender computer
being a plurality of computers each having portions of the
health care data stored thereon. The rules engine may deter-
mine whether the receiver computer is authorized to receive
the health care data. When the receiver is a health care pro-
vider, the normalized data exchanged between the sender and
receiver may be chosen from a group comprising eligibility/
benefit display, member roster, claim submission, provider
lookup, formulary lookup, diagnosis code lookup, procedure
code lookup, access health plan information online, commu-
nicate with a health plan on-line, communicate with patients
on-line, patient-centric view of data across several health
plans, order generation and tracking, results review and
release, result printing, prescription writing, medication pro-
file for each patient, access to patient’s personal health record
based on patient approval, personalized medical and health
care content integration, both context-specific and on
demand, e-commerce integration: office, medical and health-
related product awareness and buying capabilities, email,
practice management system subscription, support disease
management, and physician credentialing subscription.
When the receiver is an employer, the normalized data
exchanged between the sender and receiver is chosen from a
group comprising group eligibility, group enrollment, enroll-
ment changes, formulary lookup, e-commerce integration,
access from health plan web site or direct access via URL,
personalized content integration, both context-specific and on
demand, e-commerce integration and health care-related
product awareness and buying capabilities.

When the receiver is a patient, the normalized data
exchanged between the sender and receiver is chosen from a
group comprising identification card requests, address
changes, provider directory inquiries, personalized health
information based on an interest profile, diagnosis informa-
tion, relevant articles and patient education materials, com-
munications from health care providers and health care plans,
lab and radiology results, scheduled appointments with a
health care provider, prescription refills, personal health
records, eligibility/benefit information, claim information,
referral and authorization information and status, provider
lookup, family history, medication profile and formulary
lookup.
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Another illustrative embodiment of the present invention
provides a system of normalizing health care data for transfer
between an insurer and a participant. The system comprises
an insurer system, an intermediary system, and a participant
system. The insurer system is configured to maintain at least
one database comprising the health care data. The intermedi-
ary system is operatively connected to the insurer system and
to the database, configured to extract the health care data from
the database of the insurer system, and store the health care
data in a staging database as extracted data. The extracted data
is normalized to a predefined format, creating normalized
data pursuant to a rules engine that defines each field of the
extracted data in the predefined format. The rules engine also
defines how the normalized data relates to each other pursuant
to predetermined instructions. The participant system is in
operable communication with the intermediary system, and is
configured to receive the normalized data subject to the rules
engine.

Further embodiments of the illustrative system may
include the at least one database being a plurality of data-
bases, such that the intermediary system is operatively con-
nected to the plurality of databases. In addition, the partici-
pant system may transmit a request that is sent to the
intermediary system that determines which health care datais
to be extracted and normalized in order to respond to the
request. The participant system may also transmit the request,
and the intermediary system may transmit the normalized
data over the interne. The rules engine may define the rela-
tionships among the normalized data pursuant to predeter-
mined instructions to determine a response to the request. The
intermediary system may also comprise an error data system
that removes extracted data identified as invalid when the
extracted data is normalized. The extracted data identified as
invalid is then corrected, reintroduced, and is normalized. The
intermediary system may further comprise an audit database
to track the activity of the intermediary system.

Another illustrative embodiment of the present invention
provides a system of health care management of medical
testing administration between an insurer, a medical labora-
tory, and at least one health care participant. The system
comprises a participant computer, an insurer processing sys-
tem, a rules database, and a laboratory computer. A medical
test request is made at the participant computer pursuant to a
first predetermined format. The insurer processing system is
operatively coupled to the participant’s computer, and is
through which the medical request is transferred. The pro-
cessing system is operatively coupled to the rules database to
approve the medical test request pursuant to predetermined
criteria. The laboratory computer is operatively coupled to the
processing system and receives the medical test request if
approved by the rules engine. Results of the medical test are
transmitted from the laboratory computer to the processing
system. The results are further transmitted to an insurer com-
puter that is operatively coupled to the laboratory computer
and to participant’s computer.

Further embodiments of the illustrative system may
include the processing system converting the results of the
medical test to a second predetermined format readable by a
database stored on the insurer computer. In addition, at least
one health care participant may be chosen from a group
comprising from a health care provider, an employer, and a
patient. Furthermore, the medical test request and the results
of the medical test may be transmitted through the internet.

The present invention is not merely a system for electroni-
cally storing and accessing medical records, but relates to
computerized systems and methods, including software
attendant thereto, for generating a personal health record
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(“PHR”), also described as an Individual Health Record or
Electronic Health Record (hereafter “IHR” or “EHR”). In
contrast to an EMR, the PHR contemplated herein is intended
to include all relevant health-related information for a patient,
regardless of the specific health care provider. The clinical
information regarding the individual patient may be collected
from diverse sources including, but not limited to information
from claims through the health plans, multiple EMR’s being
used from different providers providing care to that patient,
medication records from the pharmacy benefit managers
(“PBMs”), information from labs and imaging centers, and
direct input by the patient to provide a unified personal/
individual health record. The PHR may contain health
records of millions of patients with online access to those
millions of patients.

In one embodiment, the invention provides a system and
method for generating a personal/individual health record
that is compiled from diverse sources, such as patient ques-
tionnaires or direct input, health plans, pharmacy benefits
managers (“PBMs”), labs, imaging centers, freestanding out-
patient facilities, hospitals and physicians. The data collected
from the diverse sources is organized into an individual health
record for a patient. The individual health record may be
integrated with SNOMED codes to allow that data to be
encoded under specific medical diagnostic concepts.
SNOMED is a division of the College of American Patholo-
gists (“CAP”). SNOMED Clinical Terms (“SNOMED CT”)
is a scientifically-validated, clinical health care terminology
and infrastructure. Health data can be captured, shared and
aggregated in a consistent manner by the SNOMED CT ter-
minology. The terminology currently contains over 350,000
hierarchically specified health care concepts, each with
unique meanings and logic-based definitions. Additionally,
these health care concepts have distinct relationships that
support reliability and consistency for data retrieval. As used
herein, the term “universal health care concept codes” means
a common language that enables a consistent way of index-
ing, storing, retrieving, and aggregating clinical data across
specialties and sites of medical care. Each “universal health
care concept code” is a unique identifier indicative of a node
in a hierarchy of health care concepts to which other types of
medical data can be mapped. The term “universal health care
concept code” is intended to be synonymous with the term
“SNOMED code”

In some embodiments, security and medical privacy could
be provided such that a patient could have the ability to permit
the entire individual health record to be viewed by designated
persons or only permit selected parts of the record to be
viewed by the authorized persons. This authorization is based
on the ability of a patient to block any information relating to
a protected class (e.g., mental health, reproductive system
conditions in a female or STD, etc.) and/or functional area
(e.g., illness/condition list, procedure list, medication profile,
etc.). Any part of the record relating to that protected class
and/or functional-area could be blocked and continued to be
automatically blocked until a change is made by the patient.

According to another aspect, the invention provides a
method for generating a personal/individual health record.
The method may include the act of receiving a data element
indicative of a health related parameter for a patient. The act
of determining a SNOMED code corresponding to the data
element may be included in the method. An entry may be
inserted into a personal/individual health record associated
with the patient based on the determined SNOMED code.

In some illustrative embodiments, the data element may
include payor claims data. For example, the data element may
be a health insurance claim code. Depending on the exigen-
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cies of a particular application, the data element may include
patient questionnaires or direct input, health plans, pharmacy
benefits managers (“PBMs”), labs, imaging centers, free-
standing outpatient facilities, hospitals and physicians.
Embodiments are also contemplated in which the data ele-
ment may include an ICD code, a CPT code, a NDC code,
LOINC code, or a code from a proprietary coding system,
such as Lapcorps’ lab and order codes.

The method may include the act of transmitting a descrip-
tion of the entry to a client system in some embodiments. In
some cases, a first description and a second description may
be associated with the entry. In such embodiments, the first
description could be synonymous with the second descrip-
tion. For example, the first description may use medical ter-
minology whereas the second description could use layman’s
terms. Preferably, the first description is transmitted if the
client system is associated with a healthcare provider whereas
the second description is transmitted if the client system is not
associated with a health care provider.

In some illustrative embodiments, the method may include
the act of determining whether the individual health record
includes any entries related to the new entry. Preferably, any
entries in the individual health record that are related to the
entry are associated based on the determined SNOMED code.

According to another aspect, the invention provides a data
processing system with a messaging facility configured to
receive a data element indicative of a health related parameter
for a patient. The system may include a correlation module
configured to determine a SNOMED code corresponding to
the data element. A PHR population engine may be operably
associated with the correlation module, such that the PHR
population engine is configured to insert health related data
associated with the SNOMED code into a personal/individual
health record associated with the patient.

In some embodiments, the system may include an access
management module configured to communicate with a cli-
ent system. In some cases, the access management module
could be configured to transmit a description of the health
related data to the client system. For example, the PHR popu-
lation engine may associate more than one synonymous
description with the health related data. Embodiments are
contemplated in which some of the descriptions use medical
terminology and others use layman’s terms.

The system may include a filtering module in some
embodiments. Typically, the filtering module may be config-
ured to determine whether the client system is associated with
a healthcare provider. The description transmitted to the cli-
ent system may differ depending on whether the client system
is associated with a healthcare provider. In some embodi-
ments, the filtering module may be configured to change the
description of the health related data based on a description of
a SNOMED code up a SNOMED hierarchy to adjust the
resolution of data.

In some embodiments, the system may include a PHR
database configured to store a plurality of individual health
records. The system may also include a data analysis module
configured to identify patterns or relationships among the
plurality of individual health records in the PHR database
based on related SNOMED codes. For example, the data
analysis module may be configured to measure effectiveness
of healthcare treatment based on outcomes associated with
the plurality of individual health records having related
SNOMED codes. In some cases, the data analysis module
may be configured to perform population studies based on
SNOMED codes in the plurality of individual health records.

Embodiments are also contemplated in which the data
analysis module may be configured to analyze a health care
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provider’s quality of care and cost. For example, the data
analysis module may profile health care providers based on
patient outcomes associated with the health care providers.
Likewise, the health care providers could be profiled in terms
of costs, such as the cost charged by health care providers for
various procedures. Health care providers could thus be
ranked based on quality of care and cost. This information
could allow various payors, such as insurance companies or
governmental entities, to establish a list of preferred health
care providers based on a formula that includes objective
measures for quality of care and cost, as well as possibly other
factors.

According to a further aspect, the invention provides a
method of generating a personal/individual health record.
The method may include the act of receiving a claims data
element indicative of a health insurance claim associated with
a patient. The SNOMED code corresponding to the claims
data element may be determined. The method may also
include inserting the SNOMED code into a personal/indi-
vidual health record associated with the patient.

In some embodiments, the method may include the act of
receiving a questionnaire data element indicative of an
answer to a questionnaire by the patient. A SNOMED code
corresponding to the questionnaire data element may be
determined and inserted into the individual health record
associated with the patient. Embodiments are also contem-
plated in which the method includes the act of receiving a
clinical data element indicative of clinical data associated
with the patient. In such embodiments, a SNOMED code
corresponding to the clinical data element may be determined
and inserted into the individual health record associated with
the patient.

According to another aspect, the invention provides a
method for generating a personal/individual health record.
The method may include the act of receiving a data element
indicative of a health related parameter for a patient. A health
related concept that corresponds to the data element may be
identified, such that the health related concept is selected
from a hierarchical arrangement of health related concepts. A
new entry may be inserting into the individual health care
record that is representative of the identified health related
concept. Also, the new entry may be associated with entries in
the individual health record that have a hierarchical relation-
ship to the new entry.

In some embodiments, the hierarchical arrangement
includes nodes representative of medical diagnoses or medi-
cal procedures. For example, the hierarchical arrangement
may include at least 300,000 nodes, such as a plurality of
SNOMED Clinical Terms.

According to a further aspect, the invention provides a
computer-readable medium having a data structure stored
thereon. The data structure may include a diagnosis data field
for storing a plurality of diagnosis data elements representa-
tive of medical diagnoses associated with a patient. For
example, at least one diagnosis data element may be derived
from a payor diagnosis code based on a SNOMED code. A
procedure data field for storing a plurality of procedure data
elements representative of medical procedures associated
with the patient may also be included in the data structure.
Preferably, at least one procedure data element is derived
from a payor procedure code based on a SNOMED code. In
some cases, the data element may be manually entered.

In some embodiments, a diagnosis data element may be
derived from an ICD code. Embodiments are also contem-
plated in which a procedure data element may be derived
from a CPT code. Other embodiments are contemplated in
which other health-related information could be derived from
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other types of codes, such as LOINC codes or proprietary
codes, such as Lapcorbs’ lab and order codes.

Depending on the particular application, the data structure
may include a medication data field for storing a plurality of
medication data elements representative of medications asso-
ciated with the patient. For example, a medication data ele-
ment may be derived from a health insurance medication code
based on a SNOMED code. In some cases, a medication data
element may be derived from a NDC code. In some embodi-
ments, the procedure data element may be derived from a
questionnaire answered by the patient based on a SNOMED
code associated with an answer to the questionnaire.

A still further aspect of the invention is achieved by a
computer-usable medium having computer readable instruc-
tions stored thereon for execution by a processor to perform a
method. In some cases, the method includes the act of receiv-
ing a claims data element indicative of a health insurance
claim associated with a patient. A SNOMED code corre-
sponding to the claims data element may be determined and
inserted into a personal/individual health record associated
with the patient. The method may include the act of receiving
a questionnaire data element indicative of an answer to a
questionnaire by the patient. The SNOMED code corre-
sponding to the questionnaire data element may be deter-
mined and inserted into the individual health record associ-
ated with the patient. The method may include the act of
receiving a clinical data element indicative of clinical data
associated with the patient. The SNOMED code correspond-
ing to the clinical data element may be determined and
inserted into the individual health record associated with the
patient.

According to another aspect, the invention provides a
method for selectively restricting access to a personal/indi-
vidual health record. The method may include associating an
access list for each user capable of accessing a personal/
individual health record associated with a patient, such that
the access list categorizes the individual health record into a
restricted set of data elements and an accessible set of data
elements. A request may be received from a user for a data
element in the individual health record. The method may
include the act of determining whether the data element is in
the restricted set of data elements by reviewing an access list
associated with the user. If the data element is in the restricted
set of data elements, access to the data element will be denied.
However, if the data element is in the accessible set of data
elements, the user will be allowed to access to the data ele-
ment. In some embodiments, a predetermined list of possible
restricted areas may be presented to a patient. The access list
may be created responsive to selections by the patient.

According to a further aspect, the invention provides a
method for generating a individual health record, in which the
desired information from each source is pre-selected so as to
collect information which is important and necessary for the
continuing care of a patient and thus avoid massive accumu-
lation of data in the patient’s individual health record, which
has none or little relevance to continuing care. This allows the
user not to spend excessive amounts of time scrolling through
lots of data to find actionable information. For example, a
massive amount of information is typically collected in an
EMR following an inpatient admission, such as extensive
nursing reports, voluminous lab results, information regard-
ing the scheduling of tests and procedures during the hospi-
talization. In some cases, the information which is imported
in the PHR may be less than ten percent of the EMR and
include only pre-selected types of data, such as the admission
history and physical exam, discharge summary and discharge
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plans, and surgical report and pre-selected test results such as
MRI, CT-Scans, and angiography results.

A further aspect of the invention is achieved by a method
for generating a personal/individual health record. The
method may include the act of receiving payor claims data
associated with a patient. Encounter data indicative of an
encounter between the patient and a health care provider may
be derived from the payor claims data. A new entry may be
inserted into a personal/individual health record associated
with the patient based on the encounter data. In some embodi-
ments, the deriving step may include deriving a primary care
physician encounter history, an outpatient encounter history
and a hospital admissions history from the payor claims data.

According to another aspect, the invention provides a
method of filtering data in a personal/individual health
record. The method may include receiving a request from a
health care provider for a personal/individual health record
associated with a patient. A specialty associated with the
health care provider may be identified. The data elements in
the individual health record that relate to the specialty of the
health care provider may be determined. In response to the
request, the health care provider may be presented with any
data elements in the individual health record that were deter-
mined to relate to the specialty.

Another illustrative aspect includes computer system that
extracts health care data from one or more health care payors
to identify meaningful relationships or patterns in treatments
to compare the effectiveness of various treatment of specific
diseases. This computer system comprises a computer and a
staging database. The computer is configured to communi-
cate with one or more payor computer systems from one or
more payors over the Internet. The payor computer systems
are of a type that includes one or more databases storing
records of the health care data. A normalized format is of a
type that displays health care data from one or more sources
such that any health care data having the same meaning will
be expressed in the same format despite any prior formatting.
The staging database is in communication with the computer
and is configured to receive the health care data from each of
the payor computer systems. The health care data from each
of the payor computer systems is configured to be converted
into the normalized format by a normalization system com-
prising: a rules engine that predetermines how each of the
health care data is to appear in its respective field, and remod-
els any health care data not expressed as predetermined by the
normalized format into the normalized format becoming nor-
malized data such that all normalized data expressing infor-
mation having the same meaning now expresses that meaning
in the same format. Lastly, the normalized data is made avail-
able to determine comparative effectiveness of various treat-
ments of specific diseases.

Another aspect includes a computer system that extracts
health care data from one or more health care payors to
identify meaningful relationships or patterns in treatments
across multiple payors to compare the effectiveness of vari-
ous treatments of specific diseases. This computer system
comprises a computer and a staging database. The computer
is configured to communicate with one or more payor com-
puter systems from one or more payors over the Internet. The
payor computer systems are of a type that includes one or
more databases storing records of the health care data. A
normalized format is of a type that displays health care data
from one or more sources such that any health care data
having the same meaning will be expressed in the same for-
mat despite any prior formatting. The staging database in
communication with the computer and is configured to
receive the health care data from each of the payor computer
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systems. The health care data from each of the payor com-
puter systems is configured to be converted into the normal-
ized format by a normalization system comprising: a rules
engine that predetermines how each of the health care data is
to appear in its respective field, and remodels any health care
data not expressed as predetermined by the normalized for-
mat into the normalized format becoming normalized data
such that all normalized data expressing information having
the same meaning now expresses that meaning in the same
format. Lastly, the normalized data is made available to deter-
mine comparative effectiveness of various treatments of spe-
cific diseases and to allow to set up or modify clinical proto-
cols for optimal care.

Another aspect includes a computer system that extracts
health care data from a health care payor to identify mean-
ingful relationships or patterns in treatments which are not
optimal for quality care. This computer system comprises: a
staging database in communication with the computer con-
figured to receive health care data from a payor legacy com-
puter system; wherein the payor legacy computer system is of
a type that includes one or more databases storing records of
the health care data; wherein a normalized format is of a type
that displays health care data from one or more sources such
that any health care data having the same meaning will be
expressed in the same format despite any prior formatting;
wherein the health care data from the payor computer system
is configured to be converted into the normalized format by a
normalization system comprising: a rules engine that prede-
termines how each of the health care data is to appear in its
respective field, and remodels any health care data not
expressed as predetermined by the normalized format into the
normalized format becoming normalized data such that all
normalized data expressing information having the same
meaning now expresses that meaning in the same format; and
wherein the normalized data is made available to set up or
modify clinical care management protocols to deliver optimal
care.

Another aspect includes a computer system that extracts
health care data from a health care payor to identify mean-
ingful relationships or patterns in treatments across multiple
providers for improving quality of care. This computer sys-
tem comprises a staging database configured to receive health
care data from a payor legacy computer system. The payor
legacy computer system is of a type that includes one or more
databases storing records of the health care data. A normal-
ized format is of a type that displays health care data from one
or more sources such that any health care data having the
same meaning will be expressed in the same format despite
any prior formatting. The health care data from the payor
computer system is configured to be converted into the nor-
malized format by a normalization system comprising: a rules
engine that predetermines how each of the health care data is
to appear in its respective field, and remodels any health care
data not expressed as predetermined by the normalized for-
mat into the normalized format becoming normalized data
such that all normalized data expressing information having
the same meaning now expresses that meaning in the same
format. Lastly, the normalized data is made available to allow
to set up or modify a case management based on clinical
protocols to provide optimal care.

Another aspect includes a computer system that extracts
health care data from a health care payor to identify mean-
ingful relationships or patterns in treatments of chronic dis-
eases which may be suboptimal. This computer system com-
prises a staging database configured to receive health care
data from a payor legacy computer system. The payor legacy
computer system is of a type that includes one or more data-
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bases storing records of the health care data. A normalized
format is of a type that displays health care data from one or
more sources such that any health care data having the same
meaning will be expressed in the same format despite any
prior formatting. The health care data from the payor com-
puter system is configured to be converted into the normal-
ized format by a normalization system comprising: a rules
engine that predetermines how each of the health care data is
to appear in its respective field, and remodels any health care
data not expressed as predetermined by the normalized for-
mat into the normalized format becoming normalized data
such that all normalized data expressing information having
the same meaning now expresses that meaning in the same
format. Lastly, the normalized data is made available to
improve disease management of chronic diseases.

Another aspect includes a computer system that identifies
meaningful relationships or patterns in treatments to identify
effectiveness of specific treatments of diseases for improving
quality of care. The computer system comprises a computer
that includes one or more records of health care data and
configured to convert the health care data into a normalized
format. The normalized format is of a type that displays health
care data from one or more sources such that any health care
data having the same meaning will be expressed in the same
format despite any prior formatting. Converting the health
care data into the normalized format is done so by a normal-
ization system comprising: a rules engine that predetermines
how each of the health care data is to appear in its respective
field, and remodels any health care data not expressed as
predetermined by the normalized format into the normalized
format becoming normalized data such that all normalized
data expressing information having the same meaning now
expresses that meaning in the same format. Lastly, the nor-
malized data is made available to determine effectiveness of
various specific disease treatments to identify effective dis-
ease treatments for cost and quality of care.

Another aspect includes a computer system that identifies
meaningful relationships or patterns in treatments to identify
effectiveness of specific treatments of diseases for improving
quality of care. The computer system comprises a computer
configured to communicate with a payor computer system
over the Internet. The payor computer system is of a type that
includes one or more databases storing records of the health
care data. A normalized format is of a type that displays health
care data from one or more sources such that any health care
data having the same meaning will be expressed in the same
format despite any prior formatting. A staging database com-
municates with the computer and configured to receive the
health care data from the payor computer system. The health
care data from the payor computer system is configured to be
converted into the normalized format by a normalization sys-
tem comprising: a rules engine that predetermines how each
of the health care data is to appear in its respective field, and
remodels any health care data not expressed as predetermined
by the normalized format into the normalized format becom-
ing normalized data such that all normalized data expressing
information having the same meaning now expresses that
meaning in the same format. The normalized data includes
health care payor data and is made available to determine
effectiveness of various specific disease treatments to identify
effective disease treatments for cost and quality of care to
allow clinical protocols to be set up to optimize care.

Another aspect includes a computer system that identifies
meaningful relationships or patterns in treatments to identify
effectiveness of specific treatments of diseases for improving
quality of care. The computer system comprises a computer
configured to communicate with payor computer system over
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the Internet. The payor computer system is of a type that
includes one or more databases storing records of the health
care data. A normalized format is ofa type that displays health
care data from one or more sources such that any health care
data having the same meaning will be expressed in the same
format despite any prior formatting. A staging database com-
municates with the computer. The staging database is config-
ured to receive the health care data from the payor computer
system. The health care data from the payor computer system
is configured to be converted into the normalized format by a
normalization system comprising: a rules engine that prede-
termines how each of the health care data is to appear in its
respective field, and remodels any health care data not
expressed as predetermined by the normalized format into the
normalized format becoming normalized data such that all
normalized data expressing information having the same
meaning now expresses that meaning in the same format. The
normalized data includes health care provider data and is
made available to determine effectiveness of various specific
disease treatments to identify effective disease treatments for
cost and quality of care to allow clinical protocols to be set up
to optimize care.

Another aspect includes a computer system that identifies
meaningful relationships or patterns in treatments to identify
effectiveness of specific treatments of diseases for improving
quality of care. The computer system comprises a computer
configured to communicate with a payor computer system
over the Internet. The payor computer system is of a type that
includes one or more databases storing records of the health
care data. A normalized format is of a type that displays health
care data from one or more sources such that any health care
data having the same meaning will be expressed in the same
format despite any prior formatting. A staging database com-
municates with the computer and is configured to receive the
health care data of the payor computer system. The health
care data from the payor computer system is configured to be
converted into the normalized format by a normalization sys-
tem comprising: a rules engine that predetermines how each
of the health care data is to appear in its respective field, and
remodels any health care data not expressed as predetermined
by the normalized format into the normalized format becom-
ing normalized data such that all normalized data expressing
information having the same meaning now expresses that
meaning in the same format. The normalized data includes
health care claims data and is made available to determine
effectiveness of various specific disease treatments to identify
effective disease treatments for cost and quality of care to
allow clinical protocols to be set up to optimize care.

Additional features and advantages of the system will
become apparent to those skilled in the art upon consideration
of the following detailed descriptions exemplifying the best
mode of carrying out the system as presently perceived.

BRIEF DESCRIPTION OF THE DRAWINGS

The illustrative system will be described hereinafter with
reference to the attached drawings which are given as non-
limiting examples only, in which:

FIG. 1 is a diagrammatic view of a system for normaliza-
tion of health care data and the exchange of same between
several health care insurers and various health care partici-
pants;

FIG. 2 is a diagrammatic view of the data processing sys-
tem for the system of normalization shown in FIG. 1;

FIG. 3 is a diagrammatic view of the data extraction and
business object sub-systems for the system of normalization
shown in FIG. 1; and
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FIG. 4 is a diagrammatic view of a system of health care
management for medical testing between health care insurers
and participants;

FIG. 5 shows a diagrammatic representation of a health
care data system according to an embodiment of the present
invention;

FIG. 6 shows a block diagram of an example PHR system
according to an embodiment of the present invention;

FIG. 7 shows an example table using a MPI identifier
according to an embodiment of the present invention;

FIGS. 8A-8D show a database diagram illustrative of a
portion of one embodiment of a system and method according
to the present invention;

FIG. 9 shows a block diagram of a portion of an embodi-
ment of the present invention;

FIG. 10 shows an example window in which access control
for the individual health record may be established;

FIG. 11 shows an example window denying permission to
access a portion of the individual health record;

FIG. 12 shows an example window in which a user may
override a restriction to a personal/individual health record;

FIG. 13 shows an example audit report that may be gener-
ated by the system according to an embodiment of the present
invention; and

FIG. 14 shows a flow chart which illustrates an embodi-
ment of a system and method for populating a personal/
individual health record with data.

Corresponding reference characters indicate correspond-
ing parts throughout the several views. The exemplification
set out herein illustrates an embodiment of the invention, and
such exemplification is not to be construed as limiting the
scope of the invention in any manner.

DETAILED DESCRIPTION OF THE DRAWINGS

An illustrative embodiment of the invention, such as that
shown in FIG. 1, comprises a system 2 which includes a
plurality of database sets 4, 6, 8 offered by a variety of
insurers 11. It is appreciated that each health care database set
4, 6, and 8 represents an insurer’s database processing system
or series of processing systems and databases. For example,
database sets 4, 6, or 8 may each represent a conventional
computer system, a server, a local area network (LAN), a
legacy, or other computer system storing one or more data-
bases. It is contemplated that to transmit data, either the
system as it exists is capable of doing so, or a system is added
to either database sets 4, 6, or 8 to perform this function. It is
further contemplated that each of database sets 4, 6, 8 may
represent a single database or a plurality of databases, each of
which may be of any variety of database formats or lan-
guages.

For the purposes of this application, it is contemplated that
reference to the term “insurer,” as used herein for insurers 11,
is for illustrative purposes only. Such a term includes health
insurance companies, but also includes health maintenance
organizations, self-insured entities, disease management
organizations, capitated health care providers, Medicare
agencies, as well as any other organization that might store or
manage health care data. The term “insurer” is not to be
construed as being limited in scope to only health insurance
companies or other “payors.”

Conventionally, health care data is stored on an insurers’
computer or series of computers in several databases, each of
which often being in a unique format, with each database
format being incompatible with other database formats. For
example, one insurer may have their health care data stored in
one format, and a second insurer may have their health care-
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related data stored in a second format that is not compatible
with the one format. Additionally, and more problematic is
that, even within the same insurer’s 11 system, eligibility
data, for example, may exist in a database of one particular
format, developed to suit the needs of its users at the time,
whereas, the claims data, for example, may be stored in
another database in a format that suits the needs of those
users, but with its format being incompatible with the format
of the eligibility data. In either example, it is contemplated
that in the present invention, health care data of any format is
normalized into a common format, and distributed through a
common network, like internet 12, to a health care participant
13, who uses the normalized data to conduct health care-
related transactions and tasks. It is further contemplated, and
to be discussed further herein, that various levels of access
and security can be provided to assure that those participants
13 accessing the normalized data are authorized to access
only that data predetermined as necessary and appropriate for
their particular use or need.

AsFIG. 1 shows, data from each database set 4, 6, 8 can be
transmitted to a data processing system 10 that normalizes the
data into a format readable by particular health care partici-
pants 13. More specifically, the data is transmitted over the
internet 12, which is operatively connected to and read by
participants’ 13 computer(s) or terminal(s). Such participants
13 illustratively include providers 14, employers 16, and
patients 18, or any combination thereof. It is contemplated
that participants 13 can further include any other interested
party that can request data or information from an insurer,
including other insurers and disease management organiza-
tions, for example.

It is contemplated that the transmission of data from data-
base sets 4, 6, or 8 is initiated by any of the participants 13
submitting a request 22 through a computer or computers.
Request 22 is transmitted through the internet 12 to data
processing system 10 which retrieves the appropriate data
from the appropriate database set or sets of either 4, 6, or 8.
That data is normalized to a common format, at which point
aresponse 24 to the request 22 is made. For example, a health
care provider 14 may place a request 22 on behalf of an
insured to authorize payment for a medical procedure. In this
example, it is presumed that the data required to formulate a
response 24 exists collectively on eligibility, benefits, and
claims databases that illustratively exist on database set 4.
Data processing system 10, in order to prepare a response 24,
determines and extracts which data is necessary from the
databases. System 10 then normalizes the data into a homog-
enous format, and then determines what the nature of the
response should be. In this example, response 24 should be to
either authorize or deny payment for the medical procedure.
System 10 uses the normalized data to determine the
response, which is then transmitted to provider 14, thus, com-
pleting the transaction. It is contemplated that system 2 may
comprise any number of insurers 11 or participants 13. Spe-
cifically, data processing system 10, as will be discussed
further herein, is able to connect and manage transactions
between a single or plurality of participants 13 with any
insurer or plurality of insurers 11.

It is further contemplated that system 2 will provide health
care participants 13 with a variety of health care transaction
options referred to generally in the form of requests 22 and
responses 24 between participants 13 and insurers 11.
Examples of transactions available to health care providers 14
are: eligibility/benefit display, member roster, claim submis-
sion, provider lookup, formulary lookup, diagnosis code
lookup, procedure code lookup, access health plan informa-
tion online, communicate with a health plan on-line, commu-
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nicate with patients on-line, patient-centric view of data
across several health plans, order generation and tracking,
results review and release, result printing, prescription writ-
ing, medication profile for each patient, access to patient’s
personal health record based on patient approval, personal-
ized medical and health care content integration, both con-
text-specific and on demand, e-commerce integration: office,
medical and health-related product awareness and buying
capabilities, email, practice management system subscrip-
tion, support disease management, and physician credential-
ing subscription.

As further example, the following are specific records and
fields for health care transactions between providers 14 and
insurers 11 that utilize normalized data:

Record: Summary

Fields:

Activity for (date)

Referrals

Test Results

Members

Update State for Americas Health

Benefit Records

Claim Records

Patient Records

Provider Records

New Just For You
Record: Eligibility

Fields:

Today’s Patients

Patient Search

Sex

Coordination of benefits

Medicare data

Add to patient list

Name

From Date

To Date

Birth date

Member ID

Relation

PCP

Address

City

State

Zip

Current Benefit

Group

Carrier

Benefit Plan
Record: Claim Status

Fields:

Patient Name

From Date

To Date

Claim Number

Status

Provider Name

Patient Name

Member Number

Billed Amount

Patient Responsibility

Paid Amount

Date of Service
Record: Claim Detail

Fields:

Member

Provider
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Diagnosis
Description
Line number
DOS
CPT
Description
Modifier
Location
Units
Status
Billed
Allowed
Copay
Coinsurance
Deductible
Paid
Totals

Record: Explanation of Payments
Fields:
Line Number
Status Description
Explanation
Check/Date

Record: Select Specialist
Fields:
Address
City, State, Zip
Handicap Access
Office Hours
Contact
Phone
Fax Phone
Phone After Hours
Sex
Birth Date
Specialty
Second Specialty
Accept Patient
Primary Care
Board Cert
Languages
Hospitals
Hospital Privileges
Networks

Record: Add Claims
Fields:
Health Insurance
Insured’s ID Number
Patient Last Name
First Name
Middle Name
Patient’s Address 1
Address 2
City
State
Zip
Patient’s Phone
Birth date
Gender
Relationship to Insured
Marital Status
Patient Employment Status
Condition Related to Job
Con. Rel. to Auto Accident
Cond. Rel. to Other Accident
Insured’s Last Name
First Name
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Middle Name
Gender
Birth date
Insured’s Address 1
Address 2
City
State
Zip
Phone
Insured’s Group or FECA Number
Insured’s Employer/School
Insured’s Insurance Name
Referring Physician Name
Referring Physician ID
Outside lab
Outside Lab Charges
Medicaid Resub Code
Medicaid Orig.
Prior Auth. Number
Diag Codes
Ttem
Date From
Date To
Place
Type
Procedure
Mod 1
Mod 2
DX Ind.
Charges
Days/Units
Patient
Provider
From Date
To Date
Diagnosis 1
Diagnosis 2
Diagnosis 3
Diagnosis 4
Procedure Line
CPT
Description
Amount
Dx pointer
Other Errors
Total Amount
Billed
Allowed Amount
Copay Amount
Withheld Amount
Writeoff Amount
Predicted Payment

Record: Referral Status

Fields:

Referral Number
Patient (Member ID)
Valid from (months)
Referred by
Referred to

Patient List
Referred by
Referred to

Referral Number
Status

65 Record: Add Referrals

Fields:
Today’s Patients
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Patient Search

Specialists

Specialist Search

Providers

Diagnosis

Patient

Specialists

Provider

Diagnosis

Start Date

Months Valid

Visits Requested

Reason
Record: Procedure and Diagnosis Data

Fields:

Diag Number

Diagnosis Name

Proc Code

Procedure Name

Visits Allowed

Patient

Patient Search

Referred to

Specialist Search

Referred by

Diagnosis

Start Date

Exp Date

Visits Requested

Remarks

Services Requested

Authorized Ancillary Services
Record: Diagnosis Codes

Fields:

Diagnosis Code

DX Code

Diagnosis Code Description
Record: Procedure Codes

Fields:

Procedure Codes

Procedure Code

Procedure Description

Age From

Age To

Sex

Location Code
Record: Drug Therapeutic Class Listing

Fields:

Therapeutic Class

Class Description

Count of Drugs in this Class

Record: Formulary List by Therapeutic Class

Fields:
Drug Name
Generic Name
Drug Class
Therapeutic Class
NDC

Record: Write Prescription
Fields:
Today’s Patients
Patient Search
Providers
For
Medication
Dispense
Refill
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Sig: Take
Sig: For
Instructions
Select Pharmacy
Record: Medication Profile
Fields:
Type
Medication
Dose
Frequency
Reason
Status
Record: Discontinued Medications
Fields:
Type
Medication
Dose
Frequency
Reason
Status
Record: Allergies
Allergen
Reaction
Date Started
Record: Medical Test Orders
Fields:
Patient ID
Patient Name
Provide ID
Provider Name
Location
Lab Name
Dx
Action
Battery
Test
ID
Type
Volume
Date
Time
Collected By
Chemistry
Hematology
Toxicology/Therapeutics
Microbiology/Virology
Immunology/Serology
Urinalysis/Fluids
Procedure
When
Priority
Specimen
Alert
Record: Results
Fields:
Status
Order number
Test Procedure
Alert
Order Date
Facility
Patient
Provider
Date/Time
Procedure
Status
Indicator
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Date/Time

Performed

Specimen Number

Type

Status

Result

Value

Desired Range

Each field listed above represents data that can exist any-
where on database sets 4, 6, or 8, and be in any format or
language. If any request 22 is made which calls up one or
more of the above records, data processing system 10
searches, extracts, and normalizes the data so it appears in the
correct field in the record. It is appreciated that provider 14
may change the data, if necessary, and transmit it back
through internet 12 and data processing system 10 to be stored
on the appropriate database set 4, 6, or 8.

Examples of transactions available to employers 16 are:
group eligibility, group enrollment, enrollment changes, for-
mulary lookup, e-commerce integration, access from health
plan web site or direct access via URL, personalized content
integration, both context-specific and on demand, e-com-
merce integration: human resource, business (e.g., office sup-
plies) and health care-related product awareness and buying
capabilities.

Again, as a further example, the following are specific
records and fields for health care transactions between
employers 16 and insurers 11 that utilize normalized data:
Record: Open Enrollment

Fields:

Health Insurance

Employer Group Number

Last Name

First Name

Middle Name

Employee Address 1

Address 2

City

State

Zip

Home Phone

Work Phone

Primary Language

Birth date

Gender

Social Security Number

Primary Care Physician

Established Patient

Dependent Last Name

First Name

Middle Initial

Birth date

Gender

Relationship

Social Security Number

Primary Care Physician

Established Patient

Effective Date

Hire/Rehire Date

Other Health Care Policy

Name and Address of Insurer

Effective date of other coverage

Policy Holder’s Last Name

First Name

Middle Name

Policy/Group Number

Covered by Medicare
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Medicare Number(s)

Health insurance within the last 18 months

Ifyes, type of coverage: group, individual, COBRA, Medi-

care/Champus, Conversion or Other

Reason coverage was terminated

Read and Agree to Authorization Statement
Record: Enrollment—Changes

Fields:

Health Insurance

Employer Group Number

Last Name

First Name

Middle Name

Employee Address 1

Address 2

City

State

Zip

Home Phone

Work Phone

Primary Language

Birth date

Gender

Social Security Number

Primary Care Physician

Established Patient

Term Member

Dependent Last Name

First Name

Middle Initial

Birth date

Gender

Relationship

Social Security Number

Primary Care Physician

Term Dependent

Hire/Rehire Date

Effective Date

Change Reason

Name

Enrollment Type

Remarks

Examples of transactions available to patients 18 are: iden-
tification card requests, address changes, provider directory
inquiries, and personalized health information based on the
member’s interest profile, as well as diagnosis information
from health plan administrative and clinical information, rel-
evant articles and patient education materials, communica-
tions from health care providers and health care plans, lab and
radiology results to patients online, scheduled appointments
with ahealth care provider, referral status, prescription refills,
education materials, personal health records so it can be
maintained in his or her comprehensive health history online
for physician reference, view eligibility/benefit information,
view claim information, view referral and authorization infor-
mation, provider lookup, personal health record, family his-
tory, medication profile, formulary lookup, and communica-
tions between member and provider.

The architecture of the data processing system 10 is shown
in FIG. 2. Each of the database sets 4, 6, 8 is operatively
connected to data connectivity sub-system 20. The data con-
nectivity sub-system 20 is configured to receive the different
types of connections used between the various computer sys-
tems which store the database sets 4, 6, 8. It is appreciated
that, in other embodiments, a separate data processing system
10 may be provided at the site of each of the database sets 4,
6, 8 such that each data processing system 10 is dedicated to
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manage and normalize the data, as discussed further herein,
as well as manage server-to-server communications for a
single database set.

The data extraction sub-system 28 is also depicted in FIG.
2. Sub-system 28 manages the integration of the often plural-
ity of databases. The data extraction sub-system 28, as further
discussed in reference to FIG. 3, also includes logic to man-
age data access from the several databases of database sets 4,
6, 8. An enterprise master person index (“EMPI”) 30 is opera-
tively coupled to data extraction sub-system 28. The EMPI 30
presents a cross-database view of all the insureds within
system 2. It also manages the proper identification of provid-
ers 14, employers 16, connected patients 18, as well as other
entities having unique identities on an as-needed basis. An
indices database 32 is supported by EMPI 30. Specifically, the
indices database 32 stores indices which serve as a basis for
relating the identification data to each other. The indices
database 32 is typically built upon and maintained by the
EMPI 30.

The business object sub-system 34 contains the logic rules
that drive the normalization of data and use of same between
insurers 11 and participants 13. To provide such capabilities,
a variety of processes may be supported in any particular
situation. Illustratively, such processes may include, but are
not limited to, rules-based evaluation of entered data for
referral authorizations and admission pre-certifications;
proxy or actual adjudication of claims submitted by provid-
ers, with concomitant delivery of funds to insurers 11 and
benefits explanations to patients 18; sorted lists of providers
14, employers 16, and patients 18; and graphical displays of
laboratory results and integrated claims-driven health records
for patients 18.

The content/e-commerce sub-system 36 adds third party
capabilities to the data processing system 10. The content
portion of sub-system 36 provides management and integra-
tion of third party affiliated content, such as articles about
diseases, bulletins, notices, notes, and other medically-re-
lated references. The e-commerce portion of sub-system 36
integrates e-commerce capabilities, including business-to-
business or business-to-consumer purchasing through shop-
ping cart-type databases with affiliated product and service
vendors.

The personalization sub-system 38 integrates information
from the previous sub-systems 20, 28, 34, 36 to provide a
personalized view of data in system 2. Specifically, when any
of the participants 13 login to system 2 and access data or
other information from database sets 4, 6, or 8, or even the
content/e-commerce sub-system 36, pertinent information
derived from the type of content viewed, as well as the prod-
ucts purchased or searched, is maintained in a user profile
database 40. During subsequent logins, therefore, the infor-
mation a particular user views can be arranged and accessed
in a more familiar, relevant, and useful manner, individual to
that participant.

The presentation sub-system 42 manages the normalized
data and information into a presentable format for partici-
pants 13. For example, the world-wide-web, being a popular
destination for users of the internet, accepts output in HTML
format, and is accessible by a conventional internet browser.
It is appreciated, however, that such data may be presented in
virtually any form to accommodate different access devices
(for example, WAP for mobile devices).

A security sub-system 44 is shown in FIG. 2 integrated
with the other sub-systems 20, 28, 34, 36, 38, 42. Security
sub-system 44 maintains data security in several ways. First,
one embodiment contemplates that the insurers’ 11 data is
maintained on its own on-site database, and is controlled by
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the insurers 11. Second, the insurers’ 11 data is encrypted
when it is routed from the insurers’ 11 database to the con-
nectivity sub-system 20 and, ultimately, the participants 13
when arequest 22 is made. Third, the participants’ 13 browser
includes encryption to view or send data over the internet 12.
Finally, internal security is built into the data processing
system 10 to only allow users with need-to-know access to
particular data, such as claims and referral information. For
example, providers 14 may have access only to claims and
referral information of their insurers, but not individual claim
summaries of their patients. Similarly, the employers 16 may
have access to only their employees’ claims information, but
not some personal information.

An example of an encryption method is the 128 bit Secure
Sockets Layer (SSL) with a key certified by VeriSign, Inc.
Such SSL encryption means that data traveling through the
internet and to participants’ 13 browser cannot be interpreted
by anyone between those two locations. Encryption is also
useful because of the storage of user passwords. There is no
place that a user’s password is saved or used by the system as
traditional cleartext. From one of the participants’ 13 browser
through internet 12 and to one of the insurers’ 11 computer or
server, the password is protected by SSL. Once the password
reaches the final destined server, a cryptographic algorithm
converts the password to a protected format. No one, there-
fore, who has privileged access to the server or any of the
back-end applications, can get any user passwords.

In addition, encryption is useful along the operative con-
nection to an insurer’s 11 database sets 4, 6, or 8 to the data
processing system 10. It is contemplated, however, that insur-
ers’ 11 computers or servers (database sets 4, 6, or 8) may not
need such encryption along this operative connection, if the
connection is a true point-to-point connection. Also, this
encryption can be implemented through hardware or soft-
ware, a virtual private network (VPN), or through the use of
encryption protocols in a database, for example.

There are several modes with which data can be restricted,
even within and among the insurers 11 and participants 13 of
system 2. For example, security sub-system 44 may restrict
the actual data that a participant 13 may request or view from
any of insurers 11. A health care organization, thus, may only
view data that they have provided. For example, doctors may
only view claim data for their own patients. Alternatively,
security sub-system 44 may restrict access to participants 13
to allow access to only particular fields on a particular screen
of any particular database. For example, if a screen listed
dollar amounts for claims, employers may wish to restrict
who is able to view those dollar amounts. Other users, there-
fore, like patients 18, might be able to see the rest of the
claims, but not the dollar amounts. Still, further, security
sub-system 44 may restrict which screens will be accessible
to which users. This level of security defines which function-
ality is available to the user. For example, a patient 18 in
system 2 may not be able to view the claim submittal screen
submitted by provider 14 at all, but may view a diagnosis
information or health plan administrative screen. Customiz-
able security based on the interests of the user may be
included as well. This security method allows either the insur-
ers 11 or participants 13 to set the parameters of security for
the examples described above. It is further contemplated that
this tool may be an internet-based tool that could add logins to
the system, as well as specify values and screens that a par-
ticular user has access to. It is still further contemplated that
a portion or all of the security measures can be employed
throughout data processing system 12.

An audit sub-system 46, like security sub-system 44,
shown in FIG. 2, is also integrated with the other sub-systems
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20, 28, 34, 36, 38, 42. Audit sub-system 46 tracks the opera-
tion of all sub-systems. The information generated from audit
sub-system 46 allows an administrator to monitor the opera-
tion of system 2 for problems and marketing trends.

A diagrammatic view of the data extraction and business
object sub-systems 28, 34, respectively, is shown in FIG. 3.
As previously discussed, the numerous databases represented
by database sets 4, 6, 8 contain data in a variety of formats.
Before the data is transferred to one of the participants 13,
however, it is first formatted to a new format that is readable
by any of the computers of participants 13, like HTML for-
mat, for example. The data is, therefore, “extracted” from the
database sets, either 4, 6, or 8, and then “normalized” to be
read by the computers of participants 13. The extracted data is
indicated by reference numeral 48.

Extracted data 48 from either database sets 4, 6, or 8 is
uploaded to a staging database 50 which is typically a portion
of data extraction sub-system 28. Rules engine 52 serves a
dual purpose of defining the rules that control the normaliza-
tion of the data, as well as how the data, once normalized, is
used. During the normalization process at 54, rules engine 52
homogenizes the data by determining what the data means,
then inserting the data into the proper field as normalized
data. Rules engine 52 also remodels the data, if necessary, to
a structure or appearance predefined by the normalized for-
mat. As a simple example, in a referrals database that may
hypothetically exist on database set 6, it may include the entry
“New Jersey” in the state location field. If that field is
requested by a participant 13, the rules engine 52 will cause
that field to be extracted, then determine whether the meaning
of this field corresponds to the meaning of the normalized
state location field, and, if so, then convert the field to the
normalized state location field at 58. Furthermore, if the rules
engine 52 has predetermined that the normalized state loca-
tion field should exist as only a two-character acronym, then
the phrase “New Jersey” will be remodeled to the acronym
“NJ.” This is contrasted with traditional transliterating pro-
grams that would merely match the state location field of the
referrals database with any field in another database titled
“state location field” and then transfer the data. Such a pro-
gram cannot determine the meanings of the state location
fields, and then determine if their meanings matched, as well
as not remodel the data to the appropriate appearance. For
example, a field for laboratory enzymes might be expressed in
Celsius in one database and in Fahrenheit in another database.
Such data, as well as countless other data, are typically con-
textualized by the system they exist in. Transliterating pro-
grams do not compensate for such context among data. In the
present disclosure, part of the normalization is determining
the meaning of the data and locating it in a field of the same
definition, but in a single format.

Rules engine 52 also determines whether the data is bad or
invalid. Any bad or invalid data that is discovered during the
normalization process at 54 is transferred to an invalid data
database 56. Invalid data is placed in database 56 for review
and appropriate corrective action and, if appropriate, reintro-
duced and normalized.

In addition, the rules engine 52 incorporates security 44 to
determine whether the requestor has authorization to view the
data that is being requested, as previously discussed. For
example, if employer 16 requests claims data that illustra-
tively exists on database set 8, the rules engine 52, in con-
junction with the security 44, determines whether employer
16 has authorization to view the data subject of that request. If
not, rules engine 52 would deny fulfillment of the request.

Once the data is converted and remodeled into the normal-
ized format, rules engine 52 determines how the normalized
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data can be used. For example, if a request 22 is made from
providers 14 to one of the insurers 11 to authorize a chest
X-ray for one of the patients 18, a proper response 24 may
reference data from various eligibility, claims, benefits, and
personal data databases which rules engine 52 first extracts
and normalizes. Once the data is normalized, rules engine 52
undertakes the process of responding to request 22. Rules
engine 52 bases response 24 on predetermined rules estab-
lished by the particular insurer 11 to determine whether a
chest x-ray is an approved procedure in response to the
request. It is contemplated that each insurer 11, or even each
database set 4, 6, 8 can be subject to its own unique set of rules
to govern any particular response 24.

An audit database 62, illustrated in FIG. 3, manages and
maintains tracking information during the conversion process
at 58. All data requests, responses, and e-commerce submis-
sions can be monitored and recorded. This audit trail infor-
mation is maintained in audit database 62 to enhance perfor-
mance and security characteristics. It is contemplated that
audit database 62 can be integrated with audit sub-system 46,
as shown in FIG. 2, or database 62 can be a stand-alone
system working independently or in addition to sub-system
46.

In one embodiment of the disclosure, it is contemplated
that system 2 will not only exchange information related to
insurance and payment issues, but also provide active man-
agement of patient care. For example, as shown in FIG. 4, a
portion of system 2 depicts the process for medical tests to be
ordered, approved, and results submitted. For example, a
health care provider 14, via the internet 12, places an order for
amedical test. The order is transmitted through data process-
ing system 10. The order is further transmitted at 72 to a
laboratory 70, the order will disclose particular information
that will be needed when either the specimen or the patient
arrives. If a specimen is collected by provider 14, the order
will identify the laboratory 70, and provide information to
provider 14 so that the specimen may be marked accordingly
before being sent to laboratory 70. Once laboratory 70
receives the order and the specimen, laboratory 70 can either
communicate the status or results back through data process-
ing system 10 to both the provider 14 and the appropriate
insurer 13', as indicated by reference numerals 74, 76,
respectfully.

FIG. 5 shows a health care data system 100 in accordance
with one illustrative embodiment that may be used to build,
access, analyze, and/or update a Personal Health Record, also
described as an Electronic Health Record or Individual
Health Record (hereafter the terms “PHR” and “EHR” and
“IHR” are intended to convey the same meaning). As shown,
the health care data system 100 includes a personal health
record system 102 (“PHR System”) that is configured to
provide access to individual health records via a network 104
to one or more client systems or users 106. The PHR system
102 may take the form of hardware, software, or may com-
bine aspects of hardware and software. Although the PHR
system 102 is represented by a single computing device in
FIG. 1 for purposes of example, the operation of the PHR
system 102 may be distributed among a plurality of comput-
ing devices. For example, it should be appreciated that vari-
ous subsystems (or portions of subsystems) of the PHR sys-
tem 102 may operate on different computing devices. In some
such embodiments, the various subsystems of the PHR sys-
tem 102 may communicate over the network 104.

The network 104 may be any type of communication
scheme that allows computing devices to share and/or trans-
fer data. For example, the network 104 may include fiber
optic, wired, and/or wireless communication capability in
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any of a plurality of protocols, such as TCP/IP, Ethernet,
WAP, IEEE 802.11, or any other protocol. Embodiments are
contemplated in which the PHR system 102 may be acces-
sible through a shared public infrastructure, such as the Inter-
net. In such embodiments, any data transmitted over the
shared public infrastructure is preferably encrypted, such as
by using a public key infrastructure (“PKI”) certificate and/or
secure sockets layer (“SSL”). In some exemplary embodi-
ments, a virtual private network (“VPN”) may be used. Those
skilled in the art should appreciate that various other security
measures could be employed in relation to transmitting data
over the network 104.

The client systems (or users) 106 may be any form of
computing devices that can receive and send digital signals.
By way of example, the client systems 106 may include
personal computers (“PCs”), tablet computers, notebook
computers, servers, personal digital assistants (“PDAs”), or
cellular phones. The client system 106 shown in FIG. 1
includes labels indicative of typical users of the PHR system
102. For example, embodiments are contemplated in which
patients, hospitals, employers, physicians, billing offices,
healthcare providers and/or healthcare practices may access
the PHR system 102. However, the client system’s labels
shown in FIG. 5 are provided solely for purposes of example,
but are not intended to limit the type of users or require
particular users to connect to the PHR system 10.

FIG. 6 shows an example embodiment of the PHR system
102. In the embodiment shown, the PHR system 102 includes
a PHR database 200, a PHR population engine 202, a security
module 204, a security database 206, a correlation module
208, a correlation table 210, a data analysis module 212,
messaging facility 214, an access management module 216,
and a filtering module 218. Embodiments are also contem-
plated in which one or more of these subsystems of the PHR
system 102 are optional, but may merely be “nice to have”
depending upon the exigencies of a particular situation. For
example, the data analysis module 212 may be optional in
some embodiments. By way of another example, the filtering
module 218 may be optional in some embodiments. As
shown, the PHR system 102 has access to payor claims data
220 and health related data 222. In some embodiments, the
payor claims data 220 and the health related data 222 may be
accessible to the PHR system 102 via the network 104 from
the client systems 106.

The PHR database 200 may be structured to store various
data relating to the health care of patients, including indi-
vidual health records. Preferably, the PHR database 200
includes a plurality of PHRs for a plurality of patients. Typi-
cally, the PHR database 200 may include ten thousand to sixty
million or more PHRs. Embodiments are contemplated in
which the PHR database 200 may be a single database or a
plurality of databases, each of which may be of any variety of
database formats or languages. It should be appreciated that
the PHR database 200 may be a logical dataset that may
physically reside on a single storage medium or multiple
storage media. In some cases, for example, the PHR database
200 may be a logical dataset that physically resides in mul-
tiple geographic locations.

In some embodiments, the PHR database 200 may include
amaster patient index (“MPI”) field. The MPI field allows for
the assignment of a unique identifier that defines an entity,
such as a patient. Due to the massive amount of PHRs con-
templated in the PHR database 200, many of the patients may
have the same name. Consider, for example, a PHR database
200 that includes twenty million PHRs. In this example, there
may be thousands of patients with the last name of “Smith”
and numerous persons with the name “John Smith.” Although
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the use of the MPI will differentiate the persons, the assign-
ment of an MPI to a patient may include other criteria that
may be unique to a patient. In some embodiments, for
example, various other criteria, other than name, may be used
to determine whether an entity has already been assigned an
MPI, before an MPI is assigned. For example, the PHR sys-
tem 102 may determine whether various data elements
already exist in the PHR database 200 before assigning an
MPI, including but not limited to tax IDs, birthdates, gender,
address, etc. If the entity is determined to already exist, the
information is applied to an existing PHR. Otherwise, a new
PHR is created and a new MPI is assigned.

The MPI could be used to secure data, store patient specific
settings, and/or act as a key when requesting health record
data, for example. The MPI could also create a cross reference
to identifiers already being used across different information
systems of various health organizations. For example, hospi-
tals, lab systems, provider offices, pharmacy benefits manag-
ers, health plans and/or other systems may be cross-refer-
enced to the MPI, thereby tying all relevant data to an
appropriate patient. By way of another example, the MPI
allows a central patient search that would allow users to find
patients across multiple, massive and discrete health related
organizations without requiring a national ID number. In
some organizations, for example, there may be data on fifteen
million to twenty million patients. The use of the MPI also
allows data collected from various sources to be aggregated
into a single record {i.e., a single PHR with data collected
from a plurality of sources}.

FIG. 7 is an example use of the MPI with respect to a
patient identified as “Ann Smith.” In this example, Ms. Smith
has been treated by or visited the six listed healthcare orga-
nizations. Each of these organizations has assigned their own
identifier for Ms. Smith shown by the system identifier col-
umn, while the MPI identifier remains a single unique track-
ing mechanism. In some embodiments, the MPI could not
only generate a unique identifier for Ms. Smith, but could also
cross reference information to the system identifier used by
each of the organizations. In this manner, Ms. Smith’s iden-
tification could be picked up when another message from the
same system is received. This allows the matching of infor-
mation originating from a wide range of medical sources and
from multiple payors to a single comprehensive display about
a patient. In some embodiments, the MPI could also be used
to tie health information related to a patient and their family
members. For example, the presentation of information
regarding the patient and their family could be available in
formats that assist both the health care provider and the
patient in improving their health care.

FIGS. 8A-8D shows a diagram of an example relational
database which could be used as the PHR database 200 in
some illustrative embodiments. It should be appreciated that
the database structure shown in FIG. 8 is for purposes of
example only, but that a multiplicity of database structures
could be used for the PHR database 200.

The PHR system 102 may include a PHR population
engine 202 to populate and/or update the PHRs in the PHR
database 200. The PHR population engine 202 may collect
data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results from laboratory systems,
admission summaries, op report and discharge summaries
from custom and standard hospital interfaces, and manually
entered information from surveys, health risk assessments
and direct entry. In some cases, manually entered data may be
inputted by the patients themselves or representative from
health plans, provider offices, hospitals, etc. By populating
the PHRs from a variety of sources, the PHRs would not be
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limited to the data available from individual practices and
hospitals. The table below shows a variety of sources from
which the PHR may be populated, according to one embodi-
ment, along with example information that may be gleaned
from each source:

SOURCE METHOD OF COLLECTION

1. Patients Answers to questionnaires and surveys.
Regular entries pertaining to management
of their conditions, such as home blood
glucose levels, airway test results, etc., to
track the progress of the disease condition.
Patients may also directly enter
information, such as over the counter
drugs, immunizations and allergies, into
their PHR directly by connecting to the
PHR system.

Directly collecting the claims data from
the claim processing systems on a
periodic (e.g., daily basis) or real time
basis. Deriving the data to obtain clinical
information. This information may also
be entered directly into PHRs by persons
associated with the health plans, such as
case and disease managers.

Electronic tape or direct access to obtain
data relating to prescriptions.

From the lab systems using Universal
interfaces (e.g. HL7) or customized
interfaces.

From the Imaging Center Systems using
Universal (HL7) or customized interfaces.
From the EMR of the facility using
Universal or customized interfaces.
Information imported from the respective
EMR’s of the hospital using Universal
Interfaces (such ass HL7) or customized
interfaces.

a. From the claims submitted to the
payers

b. direct online notes or input to the PHR

2. Health Plans

3. Pharmacy Benefits
Manager (“PBM™)
4. Labs

5. Imaging Centers
6. Freestanding Outpatient

Facilities
7. Hospitals

8. Physicians

Embodiments are contemplated in which the PHR popula-
tion engine 202 may “pull” data from various sources. In
some embodiments, for example, a “flag” or other notifica-
tion could be sent to the PHR population engine 202 that
health related data is ready to be updated. It should also be
appreciated that various health related organizations could
“push” data to the PHR population engine 202. For example,
the client systems 106 may access the PHR system 102 to
update the PHR of a patient in the PHR database 200. In other
embodiments, the PHR population engine 202 may periodi-
cally receive data from various sources. For example, the
PHR population engine 202 may download payor claims data
(or other health related information) from an insurance com-
pany (or other payor or health provider) on a daily, weekly or
other periodic basis. Embodiments are contemplated in
which the PHR population engine 202 may download payor
claims data or other health related data on a “real time” basis.
The term “real time” does not necessarily mean instanta-
neous, but merely means that the PHR population engine 202
would update the PHR database 200 with new information
before the information would be needed by a health care
provider. For example, consider a patient that is referred to a
specialist based on a visit with his/her primary care physician.
In this example, the PHR population engine 202 would be
considered to update the patient’s PHR on a “real time” basis
if the PHR is updated with information from the visit with the
primary care physician prior to the visit with the specialist,
whether the appointment with the specialist is scheduled the
same day as the visit to the primary care physician, the next
day, a week later, etc.
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In some embodiments, the PHR system 102 may include a
messaging facility 214 to interact with the PHR population
engine 202 in handling messages that are received from vari-
ous sources, such as client systems 106. In some cases, the
messaging facility 214 may also generate response messages
for client systems 106 that can programmically request an
electronic copy of the PHR. Embodiments are contemplated
in which programmical requests for portions of the PHR may
be denied based on permissions associated with the PHR, as
described below with respect to the security module 204.

Preferably, the messaging facility 214 is configured to
handle messages 20 in a variety of different formats, both
standardized formats, and custom formats. The message for-
mats described herein are provided merely for purposes of
example; however, it should be appreciated that the messag-
ing facility 214 is not limited to the formats specifically
described herein. By way of example, the messaging facility
214 may be capable of handling messages in HL7v2.4 and
HL7v2.5 formats. These message formats include support for
various health related information, such as hospital admission
and discharge summaries, lab orders, radiology orders, radi-
ology results and lab results. By way of another example, the
messaging facility 214 may include support for HL.7v3 for-
mat.

Embodiments are contemplated in which the messaging
facility 214 includes support for ANSI-X12 837. This mes-
sage format is defined by the American National Standards
committee and imposed by the Health Insurance Portability
and Accountability Act (“HIPAA”) as the currently required
standard for passing health care claims data between organi-
zations. This message format includes a wealth of clinical
information, including diagnosis and procedure codes, pro-
vider specialty data, treatment dates and many others.

The messaging facility 214 may also include support for
NCPDP 5.1 format. This standard for passing prescription
and medication information between entities was defined by
the National Council for Prescription Drug Programs organi-
zation, and has been adopted by HIPAA as a pharmacy batch
standard. While this message could be sourced from many
locations, it would most likely be delivered from a Pharmacy
Benefits Manager (“PBM”). The PBM may be within a health
insurance plan, or operate as an individual entity, for example.

In some embodiments, the messaging facility 214 may
receive messages over a secure connection to a web service.
In some embodiments, the messaging facility 214 may
include a certification mechanism to ensure that the organi-
zation is eligible to submit and request information from the
PHR system 102. For example, each participating entity may
be issued a Public Key Infrastructure (“PKI”) certificate that
will allow verification that only authentic messages are
passed to the PHR system 102. The messages may be sent on
areal-time basis from some organizations, typically hospitals
and laboratories, but may be sent on a periodic basis from
other organizations, such as health insurance plans and
PBMs.

In some embodiments, the PHR population engine 202
may have access to payor claims data 220. The term “payor
claims data” is intended to be broadly interpreted to include
any patient related data associated with the payment of health
related services. Typically, payor claims data 220 may be
available from (or sent to) payors(s). As used herein, the terms
“payor” and “payors” means health insurance plans and/or
governmental bodies that pay for health related services, and/
or pharmacy benefit managers. For example, the payor claims
data 220 may include, but are not limited to International
Classification of Diseases (“ICD”) codes, Current Procedural
Terminology (“CPT”) codes, National Drug Code (“NDC”)
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codes, treating physicians, treatment dates, manually entered
data, or other data formats. A wide variety of information may
be obtained through the payor claims data 220. An illustrative
example of information that could be collected for a PHR
from the payor claims data 220 is provided below:

General Information

Age.

Sex.

Outpatient Encounter History

Vaccination history.

Mammography in women; retinal examinations for diabet-
ics; colonoscopy for adults; PSA tests for males; etc.
Visits to primary care doctor. Dates, duration, frequency,
main diagnosis at each visit, medication prescribed fol-
lowing each visit, tests ordered with each visit, changes
of medication as a result of each visit, changes in the
frequency of visits to the PCP, changing diagnoses fol-

lowing visits.

Referrals or orders for lab tests and imaging tests with the
diagnosis justifying the tests. Subsequent visit history to
specialists, further tests and admissions to hospitals.

Referrals and visits to specialists. Diagnoses by specialists,
lab tests and imaging tests ordered by specialists and
diagnoses justifying tests.

Medications prescribed by specialists, with diagnoses.
Duration of medication.

Multiple same-condition specialists, or physicians for the
same diagnoses.

Medication to medication alerts generated. Medication-
clinical condition adverse reaction alerts generated.

Psychotherapy/Psychiatric Therapy—dates, name of car-
egiver, diagnoses, medication.

Hospital Outpatient Encounter History

Tests done at the out patient facility—dates, tests and diag-
noses. Any repeats?

Out-patient surgery—date of surgery, type of surgery,
diagnoses for surgery, name of surgeon, name of anes-
thesiologist, complications.

Hospitalizations following out-patient surgeries.

Physical therapy—dates, duration referring physician and
diagnosis.

Out-patient or in-patient drug rehabilitation treatment—
dates, treating physicians, diagnoses and follow up vis-
its. Medication associated or linked with these therapies.

Urgent Care/ER Visits—dates, duration, names of physi-
cians, names of facilities, tests run, and diagnoses.

Admissions to hospitals or physician referrals resulting
from urgent care/ER visits. Medications prescribed and
procedures performed.

Ambulances/medical transportation—dates, number of
times called in a span of time, diagnoses, treatment
rendered by EMT.

Hospital Admissions

Name of hospital. Date of admission. Date of discharge.
Admitting diagnosis and discharge diagnosis. List of
complications. L.O.S.

Problems list. The names/times seen by specialists, their
specialists and diagnoses by them. Time spent by each
physician on every visit. The diagnoses or conditions for
which they were seeing the patient.

Tests—Iab tests, biopsies, surgical specimen exam, imag-
ing tests and other tests with the dates and diagnoses and
names of referring physicians and reporting physicians.

Treatment days in regular units. Treatment days in inten-
sive care.

Post Hospitalization Management: ECF, NH, physical
therapy, at home nurse visits, and infusion therapy.

—_
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Medication following discharge.

Ongoing complications, if any.

Readmission and readmission diagnoses and dates, dates
of admission and discharge, treating physicians and their
specialists and the time they spent with the patients in the
hospital.

It should be appreciated that the above list is provided for
purposes of example only, but that additional information
may be obtained from the payor claims data 220.

It might at first appear implausible that transactional infor-
mation, such as payor claims data 220, would provide mean-
ingful medical or clinical information for inclusion in a PHR.
However, payor claims data 220 creates a type of virtual
medical record. Every claim which is processed typically
includes, in addition to various demographic information,
procedural or visit codes and diagnostic codes. Payor claims
data 220 is generally more comprehensive relating to the
encounters between the patients and different as well as
diverse providers than the electronic medical records kept by
individual providers since a health plan (or other payor) will
generally receive claims from all or most of the significant
care providers for an individual. Using the electronic medical
records of the individual providers to assemble a PHR would,
at best, be much more difficult, and would likely result in a
record that is lacking in a full list of encounters, especially
providers whose access was not provided for whatever rea-
son. Another advantage to using the payor claims data 220 is
that this data is relatively precise and orderly when compared
to other data sources in the health care industry. The payor
claims data 220 also provides a structure which is useful in
methodically organizing and populating the data, and priori-
tizing the manner in which extracted data is displayed. In
addition, the payor claims data 220 would not need coordi-
nation from the creators/keepers of the data. For example, the
use of payor claims data 220 to add information about the
hospital admission of a patient would not need the coordina-
tion of the hospital.

Preferably, the payor claims data 220 is “normalized” or
placed into a standard format by a separate process. One such
process is the Connect™ process available from the assignee
of the present application. This process is described in U.S.
patent application Ser. No. 10/381,158 entitled “System for
Communication of Health Care Data” filed on Mar. 21, 2003
and claiming the benefit of PCT International Application No.
PCT/US01/42618 filed on Oct. 11, 2001. Both U.S. and PCT
applications are hereby expressly incorporated into this appli-
cation by this reference thereto. Although specific to the
payor from whom the payor claims data is obtained, the payor
claims data 220 may be more readily utilized by the remain-
der of the PHR system 102 than “raw” data available from
various health related organizations.

In the embodiment shown, the PHR population engine 202
has access to other health related data 222, which could be
used to supplement and/or enhance the payor claims data 220.
For example, the health related data 222 may be collected
from patients using questionnaires. By way of another
example, the health related data 222 may include clinical data
obtained from various entities, such as hospitals, labs, imag-
ing centers, or outpatient surgery centers. In addition, the
health related information 40 could be obtained from physi-
cians and/or physician offices.

In some embodiments, for example, individuals may be
asked to complete questionnaires at the time of enrollment
into a health plan, or at some later time when a PHR is being
developed. The following is an illustrative example of infor-
mation collected for a PHR using questionnaires:
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General Information

Race.

Weight.

Change in Weight.

Height.

Blood Pressure.

History of diabetes, asthma, stroke, heart attack and other
conditions.

History of Accident: automobile, motorcycle, bicycle and
work-related.

History of potentially dangerous hobbies.

Family history of overweight, high blood pressure, diabe-
tes, heart disease, cancer.

Lifestyle factors: smoking, alcohol, drugs, exercise and
sports.

Visits to various countries where a disease could be con-
tracted.

Any other history information that can be obtained by
changing the questions and adding further questions.

Outpatient History

Vaccination history.

Mammography in women; retinal examinations for diabet-
ics; colonoscopy for adults; PSA tests for males; etc.

Medications prescribed by specialists, with diagnoses.
Duration of medication.

It should be appreciated that the above list is provided for
purposes of example only, but that additional information
may be obtained from patient questionnaires.

In some embodiments, the health related data 222 may
include clinical data from hospitals, labs, imaging centers,
outpatient surgery centers, and/or similar entities. In some
cases, the clinical data may be extracted using a standard
format. For example, this information is generally available
in electronic form in Health Level Seven (“HL7”) format and
can be efficiently extracted through the use of interfaces
designed for compatibility with this format. HL7 is a non-
profit volunteer organization headquartered in Ann Arbor,
Mich. that is an American National Standards Institute
(“ANSI”)-accredited Standards Developing Organization
(“SDO”) operating in the field of healthcare. This organiza-
tion develops specifications that enable disparate healthcare
applications to exchange key sets of clinical and administra-
tive data. It should be appreciated that an interface may be
provided to extract data from some other form or format. The
following is an example list of clinical information that may
be collected from the health related data 222:

Inpatient admission history and physical examination.

Inpatient discharge summary.

Selected lab results done during the hospital stay (some of
the test results may be irrelevant for continuing care and
may just add to the clutter).

Imaging test results.

Pathology reports, including reports of biopsies.

Medications administered to the patient.

Any other information which is considered relevant for
continuing care.

It should be appreciated that the above list is provided for
purposes of example only, but that additional clinical infor-
mation may be obtained from various entities.

The manner in which such clinical information may be
accessed will depend on the state of record keeping in each
individual entity. In hospitals having relatively modern elec-
tronic medical record systems that use the HL7 format, for
example, it should be relatively easy to gather the desired
clinical information from the electronic medical record
(“EMR”) of each patient for each encounter. In hospitals
without comprehensive EMR systems, or in those using dif-
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ferent data formats, the information gathering may still take
place, albeit through individually crafted interfaces or other
means specific to the particular entities or data types. For
example, lab, pathology reports and imaging tests results
could be accessed by building interfaces specific to the sys-
tems used to maintain this data. The fact that many hospitals
use outside vendors for such services, and an individual ven-
dor may serve many hospitals, will allow an interface to be
used across a number of providers. Similar solutions could be
adopted with other types of clinical information. Relevant
information may also be accessed through pharmacy systems,
such as those maintained by hospitals or third parties. Admis-
sion history and physical examination and discharge summa-
ries may also be accessed through transcription centers. This
approach may be used with labs, imaging centers, outpatient
surgery centers, and other entities. Many, if not most, of these
entities have modern electronic systems, which are HL.7 com-
patible, facilitating the gathering of relevant information. As
discussed above, however, other techniques could be used to
gather the information if not in HL7 format.

The health related data 222 may include information gath-
ered from physicians and/or physician offices. There are thou-
sands of physician-run clinical software systems in existence,
with more variety and less standardization in record keeping
than is the case with the other sources discussed above. One
approach to obtaining information from physicians is to rec-
ognize what information is not available from payor claims
data, questionnaire data and clinical data, and then focusing
on obtaining that information. Typically, the information
which this includes is relatively limited and consists mainly
ofresults of some tests done in physician offices. Examples of
such tests include EKG’s, cardiac stress tests, echocardio-
gram tests, EEG’s, EMG’s, nerve conduction studies, and
ultrasound tests done in physician offices. One possible
approach to facilitate and incentivize physicians to provide
this information to assist in building a patient’s PHR is to ask
or require providers to supply the information to a PHR
portal. In some cases, for example, the supply of such infor-
mation could be a condition for payment in connection with
the subject tests.

In some embodiments, the PHR population engine 202
may interact with the correlation module 208 to correlate
health related data 222 and/or payor claims data 220 with a
health care concept in an arrangement of health care concepts.
Preferably, the correlation module 208 encodes the health
related data 222 and/or payor claims data 220 into SNOMED
(“Systematic Nomenclature of Medicine”) codes. The
SNOMED codes or health related data based on the
SNOMED codes may be inserted into the patient’s PHR. In
some embodiments, other health entries in the PHR relating
to the SNOMED code could be associated in the PHR, regard-
less of the format or mechanism from which the information
is derived. By using SNOMED codes in the PHR, differing
types of entries, such as illness/conditions, procedures, care
plans, biometric trackers, medication profile and lab results,
could be tied together for better decision making, data analy-
sis, application of permissions and enhanced health tracking.

SNOMED is a division of the College of American
Pathologists  (“CAP”). SNOMED  Clinical Terms
(“SNOMED CT”) is a scientifically-validated, clinical health
care terminology and infrastructure. Health data can be cap-
tured, shared and aggregated in a consistent manner by the
SNOMED CT terminology. The terminology currently con-
tains over 350,000 hierarchically specified health care con-
cepts, each with unique meanings and logic-based defini-
tions. Additionally, these health care concepts have distinct
relationships that support reliability and consistency for data
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retrieval. In some embodiments, the correlation module 208
may be associated with a correlation table 210, which may
map health related data 222 and/or payor claims data 220 into
a health care concept, such as a SNOMED code.

FIG. 9 provides an example with a PHR for a patient
identified as “Ann Smith.” In this example, the PHR includes
a MPI field, which contains the MPI associated with Ann
Smith, as discussed above. The example PHR includes diag-
nosis, procedure, and medication fields in which the
SNOMED codes derived from ICD codes, CPT codes and
NDC codes, respectively, may be stored. In the example
shown, the payor claims data 220 is the ICD9 code 0f 250.00.
The correlation module 208 could correlate this ICD9 code
into the diabetes concept. The PHR population engine 202
may include the SNOMED code associated with the diabetes
concept into the diagnosis field of the PHR for Ann Smith.
Other health entries in the PHR relating to diabetes could be
associated with this entry in the PHR, regardless of the format
or mechanism from which the information is derived,
whether from an ICD code, a CPT code, a NDC number or
manually entered data. Physicians, patients and others could
then categorize information related to specific health con-
cepts using the SNOMED codes, including visits, illness/
conditions, procedures, immunizations, medications, health
action plans, lab results or other related data. The use of the
MPI field could further enhance the PHR system 102. Since
the MPI identifies the patient and the SNOMED code desig-
nates the health concept, the PHR system 102 may collectand
present diverse data in a PHR that can be organized, stored,
viewed, and managed by all interested parties in health care
transactions.

The PHR system 102 may include an access management
module 216. The access management module may provide an
interface to the PHR system 102 for client systems 106, to
enhance and/or supplement the access provided by the mes-
saging facility 214. In some embodiments, for example, the
access management module 216 may provide a web-based
portal to access PHRs in the PHR database 200.

In some embodiments, for example, a patient may access
his/her PHR via the web-based portal (or through another
connection to the PHR system 102). This would allow the
patient to supplement his/her PHR with additional informa-
tion, such as over the counter medications, allergies, immu-
nizations, etc. The patient could also view his/her PHR using
the access management module 216. For example, the patient
could view a diagnosis, laboratory results and other informa-
tion in his/her PHR via the web-based portion (or other con-
nection). In some circumstances, the timing of patient access
to certain records in the PHR may be controlled. For example,
a physician may not want a patient to view the lab results until
the physician has reviewed the lab results. Accordingly, in
some embodiments, the access management module 216 may
be configured to determine whether records in the PHR have
been “released” for patient access. If not, the access manage-
ment module 216 would not allow the patient to view any
“unreleased” entries, but only allow access to “released”
records.

In some embodiments, the access management module
216 may interact with a security module 204 that restricts
access to PHRs in the PHR database 200. For example, some
providers may not be granted access to portions of the
patient’s PHR that may be considered sensitive. Whenever a
user accesses a patient’s PHR, the security module 204 may
evaluate whether permission has been granted to that user so
that only the information contained in the PHR to which that
user has been granted permission will be displayed. The use
of the security module 204 in this manner allows a patient to
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completely control access to his’her PHR. For example, the
patient may specify the default permissions for various types
of entities, including his/her spouse, family members, pri-
mary care physicians, and other health care providers. The
term “health care provider” is intended to be broadly con-
strued to include any persons who provide health care as part
of'their job responsibilities. In some embodiments, the patient
may specify the particular individuals to whom permissions
may be granted. The use of permissions addresses privacy
concerns of patients, which may allow a higher level of usage,
as well as better care resulting from more patients sharing
data electronically with their healthcare providers via the
PHR.

In some embodiments, portions of the PHRs may be pro-
tected by the security module 204 based on the types of health
information that a patient may consider sensitive. For
example, a patient may elect to allow the designed physician
to have full access to their various illness/condition list, while
restricting access to selected diseases, such as sexually trans-
mitted diseases or psychological disorders. If a portion of the
PHR relates to an area that may be considered sensitive, the
security module 204 may consider that area of the PHR to be
a protected data class. For example, information in a PHR
related to reproductive health, mental health, HIV, genetic
testing, abortion, sexually transmitted diseases, alcohol
abuse, drug abuse, AIDS, contraceptive issues, abuse or
neglect, sexual assault and/or other sensitive health issues
may be considered protected data classes. Embodiments are
contemplated in which a predefined list of sensitive health
issues could be considered protected data classes. Of course,
it should be appreciated that additional data classes could be
added and/or deleted from the list of protected data classes. In
some embodiments, the correlation of payor claims data and/
or health related data into SNOMED codes, as described
herein, may be used to categorize the PHR into protected
classes for restricting access to the PHR. For example, each
SNOMED code related to HIV could be associated with the
HIV protected class.

Embodiments are also contemplated in which the security
module 204 may restrict access based on functional areas of
a PHR. By way of example, function areas of a PHR may
include summary, health risk assessment, health calendar,
medical history, medication profile, visit summary, health
event record, illness and conditions, my plan for health,
account summary, benefits and eligibility, change PCP,
claims, member information, referrals and authorizations,
permissions.

The security module 204 may allow a patient to select
entities that may access protected data classes and/or func-
tional areas of his/her PHR. Embodiments are contemplated
in which a patient may revoke consent, which would prevent
electronic retrieval of his/her PHR. In some embodiments, a
patient may restrict access to certain protected data classes
and/or functional areas. It should be appreciated that there
could be a variety of reasons for a patient to restrict access to
protected data classes and/or functional areas. For example, a
patient may not want clinician specialists to see information
not related to their specialty, or may not want a spouse (or
other family member) to view medication information. In
some embodiments, the security module 204 may provide an
error message if access to a restricted area is attempted. In
some cases, the protected data classes and/or functional areas
that have been restricted may not be displayed, which would
prevent an entity being restricted from realizing that a restric-
tion is in place. If a spouse of a patient reviewed his/her PHR,
for example, the protected data classes from which the spouse
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was restricted may not be visible to the spouse; accordingly,
the spouse would not know that a restriction to accessing the
PHR was in place.

FIG. 10 shows an example interface that allows a patient to
restrict access to portions of his/her PHR. In this example, the
patient has selected the access rights for a healthcare provider
called “Doctor Allbetter”” As shown, the patient has revoked
Doctor Allbetter’s access to all protected data classes, except
information related to mental health. In addition, the patient
has revoked Dr. Allbetter’s access to all functional areas,

In some embodiments, default access rights to a PHR may
be established. For example, a payor may define default
access rights for each of its members. Embodiments are con-
templated in which the default access rights could be based on
various factors, such as relationship, gender, age and location
of the patient. In this manner, a reasonable level of access
rights based on the patient could be established, even before
the patient customizes the access rights as discussed above.

Embodiments are contemplated in which the security mod-
ule 204 may include role-based security. In such embodi-
ments, the users may be assigned a role to define the portions
of the PHRs to which the user has access. This eliminates the
need to establish security access levels separately for each
user. For example, each role may include a security profile
defined by the organization that the data that would be
accessed. By way of another example, heath plan data may be
protected by the role that the health plan defines for the user,
while the hospital data may be protected by a role that the
hospital has defined.

Insome embodiments, the security module 204 may permit
a restriction to be overridden in certain circumstances. For
example, this may allow a physician to view a restricted
portion of a PHR for emergency care. By allowing some
restrictions to be overridden in certain circumstances, this
balances privacy concerns with the possible need for emer-
gency care where PHR data is required due to the state of the
patient.

As shown in FIG. 11, for example, a user may be presented
with a window showing that permission has not been granted
to the portion of the PHR for which access is sought, but that
the restriction may be overridden. In this example, the word
“here” in the window is a hyperlink that allows the user to
override the restriction. It should be appreciated that FIG. 11
is provided for purposes of example, but that numerous dif-
ferent types of user interfaces could be used to allow a restric-
tion to be overridden.

In some embodiments, the user may be required to provide
areason for overriding a restriction. For example, as shown in
the illustrative embodiment in FIG. 12, the user may be
allowed to select from a list of possible reasons for overriding
the restriction and/or manually enter a reason. This reason,
along with other information regarding the override, may be
stored by the security module 204, as described herein with
respect to auditing of the PHR.

The security module 204 may create an audit trail regard-
ing access to a patient’s PHR. For example, the audit may
include when permission was granted, who was granted per-
mission, who recorded the granting of the permission and
what permissions were granted. In some embodiments, the
security module 204 may audit whenever a user accesses a
patient’s PHR. For example, the audit may include when a
patient’s PHR is accessed, who accessed a patient’s PHR and
what portions of the PHR were accessed. In some embodi-
ments, the audit and permission data may be stored in the
security database 206 and/or in the PHR database and/or
other storage location.
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FIG. 13 shows an example audit report based on informa-
tion gathered by the security module 204. In this example
report, the user “Doctor Allbetter” has accessed the PHR of a
patient called “Ann Smith” on four occasions. Each time that
Doctor Allbetter accessed Ann Smith’s PHR, the audit report
notes the date and time that the PHR was accessed. For
information in the PHR to which Doctor Allbetter had access,
the example report includes a “permission type” column and
a column with the reason for accessing the PHR. In this
example, the first time Doctor Allbetter accessed the PHR,
he/she had consent to access that portion of the PHR. In each
of the other three occasions, Doctor Allbetter overrode the
permissions to access a functional area (shown as “FA”) and
aprotected data class (shown as “PDC”) as part of emergency
care.

In some embodiments, the PHR system 102 may include a
data analysis module 212. The data analysis module 212
could be configured to identify patterns or relationships in
data contained in the PHR database 200 for a single patient or
across multiple patients. For example, the data analysis mod-
ule 212 could perform population studies across many health-
care events, such as condition, progress of condition, impact
of co-morbidities on the underlying condition, procedures
and medications. Due to the plurality of PHRs in the PHR
database 200, the data analysis module could analyze data
relating to a large number of patients. The data analysis mod-
ule 212 could provide an outcomes measurement. For
example, the data analysis module 212 could identify the
medications that were the most successful in controlling dia-
betes. By way of another example, the data analysis module
212 could compare the results of surgery versus medical
treatment. By way of another example, the data analysis
module 212 could analyze surveys in the PHR database 200
regarding the effectiveness of treatments, drugs, etc.

In embodiments in which SNOMED encoding is used, as
described herein, the data analysis module 212 could use
SNOMED codes as a mechanism to tie events together, to
identify patterns or relationships. For example, the use of
SNOMED codes in the PHR database 200 aids in outcomes
measurements because healthcare events, such as conditions,
procedures, medications, and survey information, could be
tied to related SNOMED codes. By way of example, survey
results covering the effectiveness of chiropractic care for back
pain could be measured, as well as the effectiveness of well-
ness programs. The use of an MPI could also aid in data
analysis. For example, the use of an MPI ensures that all
episodes of care, as well as each clinical event from the
various data sources, are collected and appropriately stored
with the correct patient. By collecting all relevant healthcare
information for a patient, data analysis is greatly enhanced as
compared to traditional approaches. Most pertinent is the
ability to compare data from different events that may have
come from different sources. For example, the data analysis
module 212 could determine how many patients that on tak-
ing a particular medication are subsequently treated for a
particular condition, for example. By way of another
example, the data analysis module 212 could analyze how
many patients that have had a given surgical procedure had
been given a follow-up laboratory procedure.

In some embodiments, the PHR system 102 may include a
filtering module 218. The filtering module 218 may be con-
figured to change modes to vary the resolution of data that is
viewed by a user. By “resolution” it is meant that the filtering
module 218 may filter the patient data to provide either a
higher level view or a lower level view of data in a PHR. For
example, consider data in a PHR related to an optic condition.
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If the filtering module 218 were configured to provide a
higher level view, the optic condition may be described
merely as “an optic condition.” If the filtering module 218
were configured to provide a lower level view, the optic
condition may be described as a “staphylococcal eye infec-
tion.”

In some embodiments, the filtering module 218 may be
configured to traverse up and down the SNOMED hierarchy
to adjust the resolution of data that is viewed by the user. For
example, if the filtering module 218 were configured for the
lowest level view, the user may view a description associated
with the SNOMED code. If the filtering module 218 were
configured for a higher level view, the user may view a
description associated with a more generalized code related
to the SNOMED code stored in the patient’s PHR. For
example, if the filtering module 218 were configured for a
high level view, and the SNOMED concept related to the
SNOMED code in the PHR were “kidney disease,” the user
may view the more generalized SNOMED concept described
as “disorder of the urinary system.”

In some embodiments, the filtering module 218 may be
configured to filter patient data based on the type of user
accessing the information. For example, the filtering module
218 may filter patient data unrelated to the specialty of the
physician accessing the PHR database 200. In such an
embodiment, physicians may be associated with a specialty
code, such as an X12 code, based on the specialty of the
physician. A cross-reference table (or other lookup function)
may be provided to determine the relevant SNOMED codes
based on the specialty code of the physician accessing the
patient data. In this manner, the physician will not be over-
loaded with voluminous patient data, but will be presented
with patient data relevant to his/her specialty. Of course, the
physician may instruct the filtering module 218 to reveal
additional patient data that may not be associated with his/her
specialty.

Embodiments are contemplated in which various syn-
onyms may be associated with each medical concept in the
PHR. For example, each PHR in the PHR database 200 may
include synonyms or synonymous descriptions for one or
more entries in the PHR that describe the same medical con-
cept, such as a condition, procedure, etc., using varying ter-
minology. The filtering module 218 may display the synonym
that is best suited to the type of user accessing the PHR.
Embodiments are contemplated in which certain descriptions
may use medical terminology while another description may
use layman’s terms. For example, a patient accessing his/her
PHR may view an entry as “Heart Attack” while a healthcare
provider accessing the same entry may view “myocardial
infarction.” This allows patients to view the PHR using con-
sumer friendly terms whereas health care providers, such as
physicians and nurses, can view detailed medical terms.

FIG. 14 is a diagram showing acts that may be performed
by the PHR System 102. In some embodiments, the PHR
system 102 may access or be provided with payor claims data
220. In some embodiments, the payor claims data 220 could
be comprehensively coded using the SNOMED codes. Using
the payor claims data 220, the PHR system 102 may deter-
mine, for a selected individual and PHR, the diagnosis code
associated with a particular claim. For example, the ICD 9
(“International Classification of Diseases, 91h Revision™)
code may be determined. This operation is represented by
process block 1004. Following this step, the PHR system 102
may retrieve the SNOMED code associated with the diagno-
sis code. This operation is represented by process block 1006.

Next, as illustrated by process block 1008, a health issue
record associated with the SNOMED code may be retrieved.
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The PHR system 102 may then determine, in decision opera-
tion 1010, whether the subject information is already
described in an existing user record. If so, the PHR system
102 updates the data, as shown in operation 1012. If not, the
PHR system 102 adds this information to the user’s PHR, as
illustrated by process block 1014. If not, the PHR system 102
populates the user’s record with the identified health issue.

In addition to handling diagnosis codes, such as ICD 9
codes, the PHR system may also determine procedure codes,
such as CPT (“Current Procedural Terminology”) codes,
from each unique claim present in the payor claims data 220.
(Process Block 1016). As illustrated by process block 1018,
the PHR system 102 may retrieve the SNOMED code asso-
ciated with the subject procedure coded (e.g., CPT code).
Following this step, a health action record associated with the
subject SNOMED code may be retrieved, as illustrated by
process block 1020. The PHR system 102 may then deter-
mine, in decision operation 1022, whether the user has this
health action as an existing entry. If so, the PHR system 102
updates the data in process block 1024. If not, the PHR system
102 adds this information to the user’s PHR, as illustrated by
process block 1026.

In some embodiments, the PHR system 102 may be con-
figured to populate a PHR with prescription related informa-
tion in the payor claims data 220. Process block 1028 repre-
sents the operation of determining the NDC (“National Drug
Code”) number and prescription number for medications
identified in the payor claims data. After this information is
identified, the PHR system 102 determines, in decision opera-
tion 1030, whether the user has this medication or prescrip-
tion as an existing entry associated with this provider. If yes,
refill information is updated, as indicated by process block
1032, as necessary. If no, the PHR system 102 recognizes this
information as being new information and adds it to the
medication profile in the PHR of the subject user, as indicated
by processor block 1034.

In some embodiments, the PHR system 102 may be con-
figured to populate and/or update a PHR using health-related
data 222 from an entity (e.g., payor or laboratory organiza-
tion) other than payor claims data 220. Process block 1038
represents the operation of determining the lab order and/or
result code from the health related data 222. As illustrated by
process block 1040, the PHR system 102 may retrieve the
SNOMED code(s) associated with the code(s). Following
this step, a health action record associated with the subject
SNOMED code(s) may be retrieved, as illustrated by process
block 1042. The PHR system 102 may then determine, in
decision operation 1022, whether the user has this health
action as an existing entry. If so, the PHR system 102 updates
the data in process block 1024. If not, the PHR system 102
adds this information to the user’s PHR, as illustrated by
process block 1026. In some embodiments, the data from
which the SNOMED code is derived (e.g., ICD 9 code, CPT
code, NDC code, lab order and/or result code, directly entered
data) may be captured for auditing purposes, as this would
provide an explanation of the information from which the
SNOMED was derived. It should be appreciated that infor-
mation, other than a SNOMED code, could be derived from
the data received from the PHR system 102. For example, the
location, type of service, service dates, servicing provider,
requesting provided, could also be derived from the payor
claims data and/or health related data received from the PHR
system 102.

Process block 1044 represents an operation whereby the
user can enter information into his or her PHR. This informa-
tion is preferably entered via an interface that guides the user
through the addition of health record entries in such a manner
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as to capture and classify the appropriate SNOMED code,
such as the Connect™ application marketed by the assignee
of the present application. Following the entry of this infor-
mation by the user, the PHR system 102 inserts a correspond-
ing health issue or action into the user’s PHR, as illustrated by
process block 1046.

Similarly, a health care provider (or other entity) may enter
information into the PHR of a selected user, as indicated by
process block 1048. This information is also preferably
entered via an interface like the Connect™ software. Follow-
ing entry, a health issue or action is inserted into the provid-
er’s PHR, as illustrated by process operation 1050.

Following entry of all health issues or actions by the PHR
system 102, as discussed above, the subject issues and actions
are stored and tracked in the PHR database 200. One such data
base is provided as part of the Connect™ application refer-
enced above. An application-specific identifier may be
assigned to each member by the Connect™ software.

Process block 1052 illustrates the processing of an access
request by a member or user (i.e., one of the individuals for
whom a PHR is stored and maintained by the PHR system). A
properly logged on and identified user can access the infor-
mation stored in a PHR stored in PHR database 200. As
discussed herein, the PHR system 102 may verify permission
oftheuser as to the requested portion of the PHR, as indicated
by process block 1054 and the security database 206. The
subject information can be displayed in a variety of formats
and using a variety of display to technologies, as illustrated by
block 1056.

It is appreciated that embodiments may include a computer
system that extracts healthcare data from one or more payers
to identify meaningful relationships or patterns and treat-
ments from a payor or multiple payors to compare the effec-
tiveness of treatments of particular diseases and determine the
effectiveness of various treatments of those diseases to allow
setting up and modifying clinical protocols for optimal care.
These improved protocols can be made available at the point
of care to improve care, case and disease management. Inte-
grating administrative data with clinical information such as
lab results and prescriptions in normalized form can be used
to improve medical management, disease management and
HEDIS measurements.

While the concepts of the present disclosure are suscep-
tible to various modifications and alternative forms, specific
exemplary embodiments thereof have been shown by way of
example in the drawings and will herein be described in
detail. It should be understood, however, that there is no intent
to limit the concepts of the present disclosure to the particular
forms disclosed, but on the contrary, the intention is to cover
all modifications, equivalents, and alternatives falling within
the spirit and scope of the disclosure.

As should be appreciated by one of skill in the art, the
present invention may be embodied in many different forms,
such as one or more devices, methods, data processing sys-
tems or program products. Accordingly, embodiments of the
invention may take the form of an entirely software embodi-
ment or an embodiment combining hardware and software
aspects. Furthermore, embodiments of the invention may take
the form of a computer program product on a computer-
readable storage medium having computer-readable program
code embodied in the storage medium. Any suitable storage
medium may be utilized including read-only memory
(“ROM”), RAM, DRAM, SDRAM, hard disks, CD-ROMs,
DVD-ROMs, any optical storage device, and any magnetic
storage device.

Although the systems have been described with reference
to particular means, materials and embodiments, from the
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foregoing description, one skilled in the art can easily ascer-
tain the essential characteristics of the illustrative system and
various changes and modifications may be made to adapt the
various uses and characteristics without departing from the
spirit and scope of the present invention as described by the
claims which follow.

What is claimed is:

1. A computer system to process health care data from one
or more health care records from one or more sources related
to a patient in order to communicate that health care data
between a health care provider and payor, the computer sys-
tem comprising:

an intermediary computer configured to communicate with
one or more databases that stores one or more health care
records containing a plurality of health care data related
to the patient;

wherein the databases are selected from a group consisting
of a payor database and a provider database;

wherein the intermediary computer is configured to com-
municate with the plurality of health care data related to
the patient of a type where each of the health care data is
displayed in a separate field;

wherein any of the plurality of health care data related to
the patient which are intended to have the same meaning,
are expressed in either different formats, or have not
previously been subject to a normalized format;

wherein the normalized format is of a type that displays
health care data from one or more sources associated
with a single patient such that any health care data asso-
ciated with that patient having the same meaning is
expressed in the same format despite any prior format-
ting;

a staging database that is part of the intermediary computer
and that is configured to receive the plurality of selected
health care data;

a rules engine that establishes the normalized format for
health care data associated with the patient and prede-
termines how each of the plurality of selected health care
data is to appear in its respective field to send to the
participant;

wherein fields in the normalized format that correspond to
the fields containing the health care data for the patient
not expressed as predetermined by the normalized for-
mat is remodeled to be expressed as predetermined by
the normalized format becoming normalized data; and

wherein the plurality of health care data related to the
patient comprises claims data that is normalized into
claims data in normalized format which is available to be
transferred to the payor over a data network.

2. The computer system of claim 1, wherein the claims data
in normalized format is transferrable to the payor to adjudi-
cate the claim and remit payment.

3. The computer system of claim 1, wherein the claims data
in normalized format is transferrable to the payor to adjudi-
cate the claim and explain benefits.

4. The computer system of claim 1, wherein any invalid
health care data is evaluated to make the invalid health care
data useable.

5. The computer system of claim 1, wherein the interme-
diary computer is configured to determine whether any of the
plurality of health care data is invalid and configured to trans-
fer the invalid health care data to an invalid data database to be
corrected.

6. A computer system to process health care data from one
or more health care records from one or more sources related
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to a patient in order to communicate that health care data
between a health care provider and payor, the computer sys-
tem comprising:

an intermediary computer configured to communicate with
one or more databases that stores one or more health care
records containing a plurality of health care data related
to the patient;

wherein the databases are selected from a group consisting
of a payor database and a provider database;

wherein the intermediary computer is configured to com-
municate with the plurality of health care data related to
the patient of a type where each of the health care data is
displayed in a separate field,

wherein any of the plurality of health care data related to
the patient which are intended to have the same meaning,
are expressed in either different formats, or have not
previously been subject to a normalized format;

wherein the normalized format is of a type that displays
health care data from one or more sources associated
with a single patient such that any health care data asso-
ciated with that patient having the same meaning is
expressed in the same format despite any prior format-
ting;

a rules engine that establishes the normalized format for
health care data associated with the patient and prede-
termines how each of the plurality of selected health care
data is to appear in its respective field to send to the
participant;
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wherein fields in the normalized format that correspond to
the fields containing the health care data for the patient
not expressed as predetermined by the normalized for-
mat is remodeled to be expressed as predetermined by
the normalized format becoming normalized data; and

wherein the plurality of health care data related to the
patient comprises claims data that is normalized into
claims data in normalized format which is available to be
transferred to the payor over a data network.

7. The computer system of claim 6, wherein the claims data
in normalized format is transferrable to the payor to adjudi-
cate the claim and remit payment.

8. The computer system of claim 6, wherein the claims data
in normalized format is transferrable to the payor to adjudi-
cate the claim and explain benefits.

9. The computer system of claim 6 wherein any invalid
health care data is evaluated to make the invalid health care
data useable.

10. The computer system of claim 6, wherein the interme-
diary computer is configured to determine whether any of the
plurality of health care data is invalid and configured to trans-
fer the invalid health care data to an invalid data database to be
corrected.

EX. J, p. 39





